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Since The Beginning. . .

� Theo rem provers (o r, at

least, pro of check ers)

have been a central

element in mechanized

veri�cation since the �rst

systems of King (1969)

and Go od (1970)

� They've evolved over the

years and become

specialized fo r this

application

� With decision pro cedures

and other automation fo r

arithmetic, data

structures, recursively and

inductively de�ned

functions and relations

etc.
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Until. . .

� . . . the present?

� Most signi�cant

veri�cations were

accomplished with a

theo rem prover (A CL2,

HOL, Isab elle, PVS. . . )
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Then Along Came Mo del Checking

� Initially , these were just

explicit state reachabilit y

analyzers

� Then BDDs and CTL

� But still �nite state

� So ad-ho c downscaling

required

� OK fo r debugging, not

veri�cation
� Same fo r static analysis
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. . . And Automated Abstraction

� Predicate abstraction

provides an automatable

way to construct prop ert y

preserving abstractions

� And spurious

counterexamples can be

mined to re�ne

inadequate abstractions

(CEGAR)

� Mo del checking sta rts to

encroach on the space oc-

cupied by theo rem proving
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Disruptive Innovation

Performance

Time

Lo w-end disruption is when low-end technology overtak es the

perfo rmance of high-end (Christensen)
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Incumb ent's Resp onse to Disruptive Innovation

� T ry to inco rp orate the new technology

� Theo rem provers with mo del checking back ends

(e.g., PVS 1995)

� Hard to sta y current, architecture is to o conservative

� Do your own disruption

� Extract a technology that has disruptive perfo rmance

� Disrupt the disrupto rs

� Change the rules of the game
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Do Your Own Disruption: SMT Solvers

� SMT stands fo r Satis�abilit y Mo dulo Theo ries

� SMT solvers extend decision pro cedures with the abilit y to

handle arbitra ry prop ositional structure

� T raditionally , case analysis is handled heuristically in the

theo rem prover front end

? Have to be careful to avoid case explosion

� SMT solvers use the brute fo rce of mo dern SAT solving

� Or, dually , they generalize SAT solving by adding the abilit y

to handle arithmetic and other decidable theo ries

� Application to veri�cation

� Via bounded mo del checking and k-induction
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SA T Solving

� Find satisfying assignment to a prop ositional logic fo rmula

� Formula can be represented as a set of clauses

� In CNF : conjunction of disjunctions

� Find an assignment of truth values to variable that mak es

at least one literal in each clause TRUE

� Literal : an atomic prop osition A or its negation �A

� Example: given follo wing 4 clauses

� A; B

� C ; D

� E

� �A; �D ; �E

One solution is A; C; E ; �D
( A; D ; E is not and cannot be extended to be one)

� Do this when there are 1,000,000s of variables and clauses
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SA T Solvers

� SAT solving is the quintessential NP-complete problem

� But now amazingly fast in practice (most of the time)

� Breakthroughs (sta rting with Cha� ) since 2001

? Building on earlier innovations in SATO, GRASP

� Sustained imp rovements, honed by comp etition

� Has become a commo dit y technology

� MiniSA T is 700 SLOC

� Can think of it as massively e�ective search

� So use it when your problem can be fo rmulated as SAT

� Used in bounded mo del checking and in AI planning

� Routine to handle 10300 states
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SA T Plus Theo ries

� SAT can enco de op erations and relations on bounded

integers

� Using bitvecto r representation

� With adders etc. represented as Bo olean circuits

And other �nite data t yp es and structures

� But cannot do not unb ounded t yp es (e.g., reals),

or in�nite structures (e.g., queues, lists)

� And even bounded arithmetic can be slow when large

� There are fast decision pro cedures fo r these theo ries

� But their basic fo rm works only on conjunctions

� General prop ositional structure requires case analysis

� Should use e�cient search strategies of SAT solvers

That's what an SMT solver do es
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Decidable Theo ries

� Many useful theo ries are decidable

(at least in their unquanti�ed fo rms)

� Equalit y with uninterp reted function symb ols

x = y ^ f (f (f (x))) = f (x) � f (f (f (f (f (y))))) = f (x)

� Function, reco rd, and tuple up dates

f with [(x) := y](z) def= if z = x then y else f (z)

� Linea r arithmetic (over integers and rationals)

x � y ^ x � 1 � y ^ 2 � x � 1 � 4 � x = 2

� Special (fast) case: di�erence logic

x � y < c

� Combinations of decidable theo ries are (usually) decidable

e:g:; 2 � car(x) � 3 � cdr(x) = f (cdr(x)) �

f (cons(4 � car(x) � 2 � f (cdr(x)) ; y)) = f (cons(6 � cdr(x); y))

Uses equalit y, uninterp reted functions , linea r arithmetic , lists
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SMT Solving

� Individual and combined decision pro cedures decide

conjunctions of fo rmulas in their decided theo ries

� SMT allo ws general prop ositional structure

� e.g., (x � y _ y = 5) ^ (x < 0 _ y � x) ^ x 6= y
. . . possibly continued fo r 1000s of terms

� Should exploit search strategies of mo dern SAT solvers

� So replace the terms by prop ositional variables

� i.e., (A _ B ) ^ (C _ D) ^ E

� Get a solution from a SAT solver (if none, we are done)

� e.g., A; D ; E

� Resto re the interp retation of variables and send the

conjunction to the core decision pro cedure

� i.e., x � y ^ y � x ^ x 6= y
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SMT Solving by \Lemmas On Demand"

� If satis�able, we are done

� If not, ask SAT solver fo r a new assignment

� But isn't it exp ensive to keep doing this ?

� Yes, so �rst, do a little bit of work to �nd fragments that

explain the unsatis�abilit y, and send these back to the SAT

solver as additional constraints (i.e., lemmas)

� A ^ D � �E (equivalently , �A _ �D _ �E )

� Iterate to termination

� e.g., A; C; E ; �D

� i.e., x � y; x < 0; x 6= y; y 6� x (simpli�es to x < y; x < 0)

� A satisfying assignment is x = � 3; y = 1

� This is called \ lemmas on demand" (de Moura, Ruess,

Sorea) or \DPLL(T)"; it yields e�ective SMT solvers
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F ast SMT Solvers

� There are several e�ective SMT solvers

� Our ICS was among the �rst (released 2002)

? Precurso rs include CV C, LPSA T, Simplify. . .

� Now replaced by Yices (1.0 released last week)

� Europ ean examples: Ba rcelogic , MathSA T

� Yices decides fo rmulas in the combined theo ries of : linea r

arithmetic over integers and reals (including mixed fo rms),

�xed size bitvecto rs, equalit y with uninterp reted functions,

recursive datat yp es (such as lists and trees), extensional

arra ys, dep endently t yp ed tuples and reco rds of all these,

lamb da expressions, and some quanti�ed fo rmulas

� SMT solvers are being honed by comp etition

� Provok ed by our benchma rking in 2004

� Now institutionalized as part of CAV, FLoC
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SMT Comp etition

� Various divisions (dep ending on the theo ries considered)

� Equalit y and uninterp reted functions

� Di�erence logic ( x � y < c)

� Full linea r arithmetic

? For integers as well as reals

� Extensional arra ys, bitvecto rs, quanti�cation . . . etc.

� ICS was the most unifo rmly e�ective in 2004

� Yices 0.2 and Simplics (p rotot yp es fo r Yices 1.0) won the

advanced divisions in 2005, came second to Ba rcelogic in all

the others

� Lo ok out fo r the 2006 comp etition

� The results are now in: Yices 1.0 won all 11 divisions
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Bounded Mo del Checking (BMC)

� Given system speci�ed by initialit y predicate I and transition

relation T on states S

� Is there a counterexample to prop ert y P in k steps or less?

� Find assignment to states s0; : : : ; sk satisfying

I (s0) ^ T(s0; s1) ^ T(s1; s2) ^ � � � ^ T(sk � 1; sk ) ^ : (P(s1) ^ � � � ^ P(sk ))

� Given a Bo olean enco ding of I , T , and P (i.e., circuit), this is

a prop ositional satis�abilit y ( SAT ) problem

� But if I , T and P use decidable but unb ounded t yp es, then

it's an SMT problem: in�nite bounded mo del checking

� (In�nite) BMC also generates test cases and plans

� State the goal as negated prop ert y

I (s0) ^ T(s0; s1) ^ T(s1; s2) ^ � � � ^ T(sk � 1; sk ) ^ (G(s1) _ � � � _ G(sk ))
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k-Induction

� BMC extends from refutation to veri�cation via k-induction

� Other ways include �nding diameter of the statespace,

abstraction/re�nement, using interp olants to �nd �xp oint

� Ordina ry inductive inva riance (fo r P ) :

Basis: I (s0) � P(s0)

Step: P(r 0) ^ T(r 0; r 1) � P(r 1)

� Extend to induction of depth k:

Basis: No counterexample of length k or less

Step: P(r 0) ^ T(r 0; r 1) ^ P(r 1) ^ � � � ^ P(r k � 1) ^ T(r k � 1; r k ) � P(r k )

These are close relatives of the BMC fo rmulas

� Induction fo r k = 2; 3; 4: : : ma y succeed where k = 1 do es not

� Note that counterexamples help debug inva riant
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Evolution of SMT-Based Mo del Check ers

� Replace the back end decision pro cedures of a veri�cation

system with an SMT solver, and specialize and shrink the

higher-level pro of manager

� Example:

� SAL language has a t yp e system simila r to PVS , but is

specialized fo r speci�cation of state machines

(as �nite- or in�nite-state transition relations)

� The SAL in�nite-state bounded mo del check er uses an

SMT solver ( Yices ), so handles speci�cations over reals

and integers, uninterp reted functions, etc.

� Often used as a mo del check er (i.e., fo r refutation )

� But can perfo rm veri�cation with a single higher level

pro of rule: k-induction (with lemmas)
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V eri�cation Systems vs. SMT-Based Mo del Check ers

PVS SAL

Back ends SMT Solver

Actually , both kinds will co exist as part of the evidential to ol

bus|see later
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Application: V eri�cation of Real Time Programs

� Continuous time excludes automation by �nite state metho ds

� Timed automata metho ds handle continuous time

� But are defeated by the case explosion when (discrete)

faults are considered as well

� SMT solvers can handle both dimensions

� With discrete time, can have a clo ck mo dule that

advances time one tick at a time

? Each mo dule sets a timeout, waits fo r the clo ck to

reach that value, then do es its thing, and rep eats

� Better : move the timeout to the clo ck mo dule and let it

advance time all the way to the next timeout

? These are Timeout Automata ( Dutertre and Sorea):

and they work fo r continuous time
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Example: Biphase Ma rk Proto col

� Biphase Ma rk is a proto col fo r asynchronous communication

� Clo cks at either end ma y be skewed and have di�erent

rates , and jitter

� So have to enco de a clo ck in the data stream

� Used in CDs, Ethernet

� Veri�cation identi�es parameter values fo r which data is

reliably transmitted

� Veri�ed by human-guided pro of in ACL2 by J Mo ore (1994)

� Three di�erent veri�cations used PVS

� One by Gro ote and Vaandrager used PVS + UPP AAL

� Required 37 inva riants, 4,000 pro of steps, hours of prover

time to check
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Biphase Ma rk Proto col (ctd)

� Bro wn and Pik e recently did it with sal-inf-bmc

� Used timeout automata to mo del timed aspects

� Statement of theo rem discovered systematically using

disjunctive inva riants ( 7 disjuncts)

� Three lemmas proved automatically with 1-induction ,

� Theo rem proved automatically using 5-induction

� Veri�cation tak es seconds to check

� Demo:

sal-inf-bmc -v 3 -d 5 -i -l l0 -l l1 -l l2 biphase t0

� Adapted veri�cation to 8-N-1 proto col (used in UARTs)

� Automated pro ofs mo re reusable than step-b y-step ones

� Additional lemma proved with 13-induction

� Theo rem proved with 3-induction ( 7 disjuncts)

� Revealed a bug in published application note
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SMT Solvers as Disruptive Innovation

Disruptive to:

SA T solvers : anything a SAT solver can do, an SMT solver

do es better

Constraint solvers : ma yb e

Ordina ry BMC : In�nite BMC is often faster than (�nite)

BMC (SMT solver on the real problem is faster than SAT on

the bit-blasted representation)

CEGAR lo ops : SMT extends to MaxSMT and, dually ,

extraction of unsat cores

T raditional theo rem provers : at the very least, they need an

SMT solver fo r endgame pro ofs (PVS 4.0 uses Yices), but

hard to rival the perfect adaptation of in�nite BMC and

k-induction

So. . .
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Disrupting The Disrupto rs

� Many mo dern to ols are highly specialized

� e.g., SD V, Blast , Smallfo ot , T erminato r, Daik on , Astr �ee,

Absint

� They are each perfectly adapted to their niche

� But what if we have a slightly di�erent problem?

� Cannot get at the internals

� e.g., Blast computes predicate abstractions internally but

you cannot extract the abstracted transition relation

� And cannot integrate di�erent systems without a lot of

co ding

� So perhaps op en integration is the thing to go fo r
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Integration Example: LAST

� LAST (Xia, DiVito, Mu~noz) generates MC/DC tests fo r

avionics co de involving nonlinea r arithmetic (with 
oating

point numb ers, trigonometric functions etc.)

� Applied it to Bo eing autopilot simulato r

� Mo dules with upto 1,000 lines of C

� 220 decisions

� Generated tests to (almost) full MC/DC coverage in minutes
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Structure of LAST

� It's built on Blast (Henzinger et al)

� A soft ware mo del check er, itself built of comp onents

� Including CIL and CV C-Lite

� But extends it to handle nonlinea r arithmetic using RealP aver

(a numerical nonlinea r constraint unsatis�abilit y check er)

� Added 1,000 lines to CIL front end fo r MC/DC

� Added 2,000 lines to RealP aver to integrate with

CV C-Lite (Nelson-Opp en style)

� Changed 2,000 lines in Blast to tie it all together
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Need T o Integrate Heterogeneous Comp onents

� Mo dern fo rmal metho ds to ols

� And particula rly their comp onents

often do something other than veri�cation

� They also do refutation (bug �nding)

� And test-case generation

� And controller synthesis

� And construction of abstractions and abstract interp retations

� And generation of inva riants

� And . . .

� Observe that these to ols can return objects other than

veri�cation outcomes

� Unsat cores, test cases, abstractions , inva riants

Hence, heterogeneous
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Back ends or Bus?

Back ends Bus

� Heterogeneit y argues against theo rem prover back ends

� Bus is a federation of equals; theo rem prover is just another

comp onent
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A T o ol Bus

� W ant to construct these customized combinations and

integrations easily and rapidly

� The integrations are coarse-grained (hundreds, not millions of

interactions per analysis), so they do not need to share state

� So we could tak e the outputs of one to ol, massage it suitably

and pass it to another and so on

� A combination of XML descriptions, translations, and a

scripting language could probably do it

� Suitably engineered, we could call it a to ol bus
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But . . .

� But we'd need to kno w the names and capabilities of the

to ols out there and explicitly to script the desired interactions

� And we'd be vulnerable to change

� Whereas I would lik e to exploit whatever is out there

� And in 15 years time there ma y be lots of things out there

� Sounds a bit lik e Service Oriented Architecture

� Then we need an ontology etc.
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A F ormal T o ol Bus
� The data manipulated by to ols on bus are fo rmulas in logic

� So logic can provide our ontology

� Each to ol op erates on a sublogic

� Syntactic di�erences mask ed with XML wrapp ers

� Op en ended, but top logic at least as expressive as PVS

� Higher order, with predicate, structural, and dep endent

subt yp es, abstract data t yp es, recursive and inductive

de�nitions, parameterized theo ries, interp retations

� With structured representations fo r imp ortant cases

� State machines (as in SAL), counterexamples , pro cess

algeb ras, temp oral logics . . .

� Handled directly by some to ols, can be expanded to

underlying semantics fo r others
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T o ol Bus Judgments

The to ols on the bus evaluate and construct predicates over

assertions in the logic|w e call these judgments

P arser : A is the AST fo r string S

Prett yp rinter : S is the concrete syntax fo r A

T yp echeck er : A is a well-t yp ed fo rmula

Finiteness check er : A is a fo rmula over �nite t yp es

Abstracto r to PL : A is a prop ositional abstraction fo r B

Predicate abstracto r : A is an abstraction fo r fo rmula B wrt.

predicates �

DP : A is satis�able

DP : C is a context (state) representing input G

SMT : � is a satisfying assignment fo r A
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T o ol Bus Queries

� Judgments include the name of the to ol that decided its

assertion: T ` A

� And both to ol and assertion can include variables

Query : ? |- predicate-abstrac ti on(?, B, � )

Resp onse :

SAL-abstractor(. ..) |- predicate-abstrac tio n?( A, B, � )

The resp onding to ol constructs the witness, and returns its

handle A, along with its own invo cation

� So to ols op erate by implicit invo cation

� T ools interact through fo rw ard and backw ard chaining on

queries
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T o ol Bus Op eration

� The to ol bus op erates lik e a distributed datalog framew ork,

chaining on queries and resp onses

� Simila r to SRI AIC's Op en Agent Architecture

� And ma yb e simila r to MyGrid , Linda , TIB , . . . ?

� Can have hints, preferences etc.

� The bus needs to integrate with version management

� T ools can be lo cal or remote

� T ools can run in parallel, in comp etition

� Some to ols ma y be simple scripts
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T o ol Bus Scripts

� Example

� If A is a �nite state machine and P a safet y prop ert y,

then a mo del check er can verify P fo r A

� If B is a conservative abstraction of B, then veri�cation of

B veri�es A

� If A is a state machine, and B is predicate abstraction fo r

A, then B is conservative fo r A

� How do we kno w this is sound ?

� And that we can trust the computations perfo rmed by the

comp onents?
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An Evidential T o ol Bus

� Each to ol should deliver evidence fo r its judgments

� Could be pro of objects (indep endently check able trail of

basic deductions), or hints fo r a reference implementation

� Could be reputation (\Proved by PVS")

� Could be diversit y (\using both Yices and CV C-Lite")

� Could be decla ration by user

? \Because I say so"

? \By testing"

� A full judgment is T ` E : A , which is the claim that to ol

instance T provides evidence E fo r assertion A

� And the to ol bus assembles these (on demand)

� Can chain on the evidence comp onent

� T o construct evidence fo r overall analysis fo r use in a safet y

or assurance case|hence evidential to ol bus
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The Evidential T o ol Bus

� There should be only one evidential to ol bus

� Just lik e only one WWW

� How to do it?

� Standa rds committee ?

� Comp etition and co op eration !

� W e'll be building one

� Initially to integrate PVS and SAL with inva riant

generato rs

� And to reconstruct Hyb rid-SAL

� But will not be specialized to our to ols

� W e'll app reciate your input, and hop e you'll lik e to use it,

and to attach your to ols
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Summa ry
� Disruptive innovations are sweeping through our �eld

� W e can both contribute to these and use them

� Contribution to disruption: SMT solvers

� In addition to back end solvers and BMC, these can be

used in automated test generation , predicate abstraction ,

inva riant generation and verif 'n , (w eighted) Maxsat/

Minco re, extended static checking and extended t yp e

checking , and temp oral/metric plan synthesis and verif 'n

� Harness disruption: The Evidential T ool Bus

� Light weight decentralized op en-ended architecture fo r

integrating heterogeneous comp onents

� W e'll use it to reconstruct Hyb rid SAL , construct and

integrate many metho ds fo r inva riant generation

� The real ta rgets fo r disruption are traditional metho ds fo r

soft ware development, validation, and certi�cation
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Thank you!

� And thanks to Bruno Dutertre, Gr�egoire Hamon,

Leona rdo de Moura, Sam Owre, Harald Rue�, Hassen Sa•�di,

N. Shank ar, Ma ria Sorea, and Ashish Tiw ari

� You can get our to ols and pap ers from http://fm.csl.sri. com

� This one: http://www.csl.sr i. com/~ rus hby/a bstra ct s/s ef m06
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