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Hunter, & Hedayat 2004). Cooperative communication systems provide a high throughput performance 
compared with multiple carrier modulation schemes and MIMO schemes. The destination user could 
transmit data with a spatial diversity by employing the relay stations.  

Comparing to MIMO systems, even though the destination user under the environment without 
multiple antennas, the cooperative communication system is still with the character of spatial diversity. 
By employing the relay station as the function of the antenna, it increases the transmission data rate and 
provides a reliable channel capacity (Chen, Yang, & Hwang 2017; Kramer, Gastpar, & Gupta 2005). 
Besides, the cooperative communication could reduce the power consumption at the communication 
ends to extend the lifetime of the system. It is suitable to provide multimedia services for the mobile 
devices. In the cooperative communication systems, the relay station functions with a character of 
spatial diversity. Comparing with multiple carrier modulation schemes, the relay stations work as the 
receivers and the transmitters. The relay station not only forwards the transmitted information but also 
process the received signal. It provides a high throughput performance. The destination station could 
receive the information with a spatial diversity by employing the relay. Even though the destination 
station has no multiple antennas, by employing the relay station as the virtual antenna, it increases the 
transmission data rate and provides a reliable channel capacity (Wang, & Noubir 2013). With 
consideration of low cost, the cooperative communication system is a tendency in future 
communications.   

There are three transmission modes in cooperative communications. One is Amplify-and-Forward 
(AF) mode. Another is Decode-and-Forward (DF) mode and the other is Compress and Forward (CF) 
mode (Bletsas, Shin, & Win 2007). With AF mode, the transmitted signal could be amplified and 
retransmit to the destination. It is easy with low complexity. It could be applied to those short distance 
transmissions. With DF mode, the relay station decodes and demodulates the received signal and, then, 
recodes and modulates the signal to retransmit to the destination. With CF mode, the relay station does 
not have to decode the compressed signal. It uses the coding schemes to compress the received signal 
and retransmit to the destination. These cooperative communication systems could promote the system 
performance without the limitation of peer-to-peer transmission with an appropriate relay assignment 
(Yang, Lin & Wen 2014). Among these three transmission modes, AF mode is with low complexity to 
implement.  

However, security is an important factor in the wireless application with a highly private request. 
The critical issues of privacy and security have become increasingly important for mobile users (Janani 
& Manikandan 2018; Rana & Sharma 2018). Especially, for banking and credit card transaction, 
security is an essential consideration for people to use the wireless application (Li, Hwang & Liu 2008; 
Li, Hwang & Chu 2009; Li  & Hwang 2011; Lu, Wu & Yang 2015). Security becomes the fundamental 
requirement for personal communication. It enables the authenticated destination user could successfully 
receive the information from the source end (Ma, Han, Peng & Zhang 2018; Patel 2017). At the same 
time, it protects the transmitted information from the eavesdroppers. Conventionally, the security 
depends on the cryptographic encryption at the application layer. The complex and difficult 
cryptography is the practical techniques for secure communication. For example, RSA based 
asymmetric encryption and X.509 certifications were proposed for a two-way authentication security 
scheme (Chang  & Hwang 1996; Deng, Huang & Qu 2017; Kothmayr, Schmitt, Hu, Brünig & Carle 
2013; Sharma, Bala & Verma 2016). The authentication protocol that employs Elliptic Curve Qu-
Vanstone (ECQV) implicit certificate scheme and Elliptic Curve Diffie-Hellman (ECDH) key exchange 
scheme has been proposed (Chiou,  Ko & Lu 2018; Han, Xie & Liu 2017; Hou & Wang 2017; Hwang, 
Tzeng  & Tsai 2004; Liu & Cao 2016; Porambage, Schmitt, Kumar, Gurtov & Ylianttila 2014; Teng & 
Li 2018; Tzeng & Hwang 2004). Cryptographic encryption converts the meaningful information to be 
the apparent nonsense to avoid the eavesdroppers to release the transmitted information. However, the 
encryption algorithms are developed based on the assumption of limited computational capability at the 
eavesdroppers (Ng, Lo & Schobe 2014). Moreover, there are perfectly secret key management and the 
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distribution scheme for the users within these encryptions schemes. Hence, it is not practical for the real-
time wireless application. For the Internet of things (IoT) application, the ability of computing is limited 
(Ma 2017; Tai & Chang 2017). Also, for the accessing internet, the authentication protocol within the 
networking could be the limitation because of less computing resource. Based on the secrecy rate, the 
secure communication, physical layer security, could be practical (Bloch & Barros 2011; Mukherjee,  
Fakoorian, Huang & Swindlehurst 2014; Shannon 1949; Zou, Zhu, Wang & Leung 2015). 

Based on the maximum secrecy capacity, the analysis of AF mode cooperative communication 
system is proposed. It derives the relay assignment to maximize the overall secrecy rate. In the 
following section, the secure communication with Shannon theory is described. Also, the information 
in the cooperative system with AF transmission mode is derived. Based on the secure communication 
and AF mode cooperative system, the secure cooperative system model is proposed with the 
eavesdropper inside. In Section IV, the numerical results show the secrecy evaluation for the 
cooperative system with an exhaustive search mechanism. The conclusion of this work is given in the 
final. 

2  Secure Cooperative Communication System 

2.1 Secure Communication 
Traditionally, secure communication employs authorization and authentication schemes to control 

system access. Moreover, in a wireless system, an encryption is added to the existed protocol to protect 
the eavesdropper to catch the transmitted signal and decode to be the transmitted information. 
Critically, for the purpose of information security, it is reasonable to adopt the secure scheme at each 
layer. However, the security mechanism could be implemented with an efficient cost consideration. 
According to Shannon theory of perfect secrecy (Shannon 1949), in Fig. 1, the security could be 
obtained if the entropy of the codeword is greater or equal to the transmitted information.  

 

 

Fig. 1 A peer-to-peer communication with an eavesdropper 
 

It leads to realizing the uncertainty of the transmitted codeword must be at least as larger as the 
uncertainty of information (Bloch & Barros 2011), i.e. positive secrecy rate (Barros & Rodrigues 2006), 

         (1) 
where Cs,d is the secrecy rate (i.e. secrecy capacity) of transmission is defined as the mutual 
information difference between the mutual information from the source to the destination and that from 
the source to the eavesdropper. Is,d and Is,e denote the information between the source and the 
destination and the information between the source and the eavesdropper, respectively. Under AGWN, 
the information between the source and the destination is 

 )1(log
2

1
,2, dsds SNR I        (2) 

esdsds IIC ,,, 

Source (M) Destination (M)

Eavesdropper (X)

Codeword  X 
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where SNRs,d is defined as the signal power to noise ratio between the source and the destination. Also, 
it could be represented as 

  )1(log
2

1

0

2

2, N

hP
 I s,ds

ds           (3) 

where Ps is the signal power from the source, hs,d is the channel response in AWGN with the variance 
N0. Similarly,  

 )1(log
2

1

0

2

2, N

hP
 I s,es

es            (4) 

where hs,d is the channel response. Hence, for a two-point communication, the secrecy rate could be 
found with the difference between Eq. (3) and Eq. (4).  
 

2.2 Cooperative System 
In the cooperative communication system, each station has a transmitter, a receiver, and an antenna. 

It assumes that each station could transmit and to receive signals simultaneously. Within Amplify-and-
Forward (AF) mode, the transmitted signal could be amplified and retransmit to the destination. First, 
consider a single user in Fig. 2. hs,d denotes the channel response between the source station to 
destination station. Similarly, hs,r and hr,d represent the channel response between the source station and 
the relay station and the channel response between the relay station and the destination station, 
respectively. In Fig. 2, at the first time instant, the received signal at the relay station and destination 
station could be expressed in Eq. (5) and Eq. (6). 

 

 
Fig. 2 A cooperative communication model 

 
 

rsrssrs nxhPy ,,,         (5) 

 
and 

        (6) 
 

where Ps is the transmission power from the source station, ns,r and ns,d are AWGN with the variance N0. 
Then, the relay retransmits the received signal. At the second time instant, at the destination station, the 
received signal has two components. One is from the source station and the other is from the relay 
station. With the processing of Maximal Ratio Combiner, the maximum SNR could be approached 
(Yang, Lin & Hwang 2013). 

 

0

2

,

2

,

2

,

2

,

00

2

,
max

1

NhPhP

hhPP

NN

hP
SNR

drrrss

drrsrsdss


     (7) 

dsdssds nxhPy ,,, 

hs,d 

h
s,r

 h
r,d

 

Source Station Destination Station

Relay Station

Evaluation of Secrecy Rate in Cooperative Communication System C.-Y. Yang, et al.

147



 Then, the instantaneous mutual information, IAF, between the source station and the destination 
station is 

  )1(log
2

1
max2 SNRIAF   )
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1(log
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   (8) 

 
According to the above, the model of the secure cooper4ative communication system could be 
modeled in Fig. 3. 

 

 
Fig. 3 Cooperative communication with an eavesdropper 

 
In Fig. 3, the eavesdropper locates at the end communication link. Let hs,r and hr,d denote as the 

channel response between the source station and the relay and the channel response between the relay 
and the destination, respectively. The source station broadcasts the information to the destination 
station with both straightforward link and the assistant link with the relay station. This relay station 
might be another user in the system. The cooperative system employs the relay to forward the 
information to the destination. Hence, the mutual information between the source and the destination 
could be, 
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     (9) 

 
where Pr is the signal power from the relay station and AWGN is with the variance N0. Also, the 
mutual information between the source and the eavesdropper could be obtained.  
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     (10) 

 
The eavesdropper could be the relay itself. Then, the mutual information between the source and 

the eavesdropper becomes 

        (11) 
 
The secrecy rate defined in Eq. (1). When the secrecy capacity is negative, the eavesdropper could 

intercept the transmitted information successfully. Hence, the condition for a secure communication, 
the secrecy rate, Cs,d, should be kept to be positive. The maximum of secrecy capacity Cs,d could be 
reached by maximizing the mutual information between the source station and the destination station 
and minimizing the mutual information between the source station and the eavesdropper. 
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3 Secure Rate Evaluation  
The secure rate evaluation is in the cooperative communication system based on fixed mode (Yang, 

Lin & Hwang 2013). It assumes that there are v nodes in the system and those nodes are denoted as set 
V. In the set V, there are k nodes as the source stations there are m nodes that could function as the 
source station and the relay station. These m nodes are denoted as set M. All the source stations are 
denoted as set S, i.e. SM. r(s) is defined as the set of the relay stations with forwarding the transmitted 
signal for the source station s. In this system, all source stations have their own destination stations. d(si) 
represents the destination station for source station si. The destination station does not belong to set M. 

To analyze the secrecy rate in the cooperative communications, initially, consider for the source 
station i transmits the information to the destination station d(si) with the relay station ri. Under AWGN 
channel, in AF mode, the secrecy capacity in the cooperative system becomes  

  essds
sRsRsRrrrr

sds iii
kk

ii
IIC ,)(,

)()()(),,(
)(

2121
,

max 
 

     (12) 

The maximal mutual information achieved at the destination stations should consider the channel 
condition, under the multiple source station, multiple relay station and multiple destination station 
environments. Hence, the secure rate analysis for the secure cooperative communication could be 
developed based on the maximum mutual information between the information from the source station i 
to the corresponding destination station and the information from the source station i to the eavesdropper 
e. In the meantime, the secrecy capacity should be larger than 0 in Eq. (12) for the security purpose, i.e. 
the positive secrecy capacity Csi,d(si). Hence, the limitation of this problem could become 

         (13) 

under the conditions, 

, 1, ∀ 1,2,⋯ ,  

          (14) 

And 

, 1, ∀ 1,2,⋯ ,  

   (15) 

where i,j is defined as the connection between the relay station i to the destination station j. In Eq. (14), 
for each destination, there is only one corresponding relay station connected to the destination station, 
i,j=1 when there is a connection between relay station i to destination station j and i,j=0 for other 
situations. In Eq. (15), for each relay, the relay station could connect at most one destination station 
only. To achieve the optimal solution to Eq. (13), the exhaustive search method could be employed.  
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4 Numerical Results 
For In order to find the optimal solution for the relay mapping, the maximum secrecy rate, the 

exhaustive search method is used in this numerical experiment. With the exhaustive search method, the 
solution begins to calculate Eq. (15). First, for each relay station, calculate |hs,ri|

2 , |hri,dj|
2 and |hs,e|

2. 
Then, calculate the maximum of (Is,d(s)-Is,e), recorded as IM,N. IM,N  denotes the secrecy rate from the 
source station to the destination station M with the relay station N , and IM,N  is constructed in a matric 
Csi,d(si),  

 

,

, ,

, ,

⋯ ,

⋯ ,

⋮ ⋮
, ,

⋱ ⋮
⋯ ,

       (16) 

 
Finally, iterative calculate the (k, n combination for maximum value in Eq. (13) under the limitation 

of Eq. (14) and Eq. (15). The optimal mapping for the relay station and destination station could be 
found with calculation within C(k,n)k! combinations. It is with high complicated computing to 
implement. In Fig. 4, the symbol opt(m, n) denotes there are m resource stations and n relays, with an 
exhaustive algorithm to determine the optimal relay assignment, in the cooperation system. It shows 
the system capacity of the cooperation system. With the increasing the number of relays and the 
optimal relay assignment, the capacity will approach the maximum. 

 

 
Fig. 4 System capacity of the cooperation system 

 
In Fig. 5, it shows the capacity analysis, with the optimal relay selection, without any 

eavesdroppers in the cooperation system. Each relay receives the signal from the assigned source 
station and re-transmits the amplified to the destination station. With the appropriate relay assignment, 
more relay to choose, the more capacity to be achieved. 
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Fig. 5 System capacity of the cooperation system, m=n 
 

In Fig. 6, the symbol opt(m,n,o) is used to describe there are m resource stations, n relays and o 
eavesdroppers in the system. It shows the secret rate increases when the SNR goes up. If there are 
eavesdroppers in the system, the secrecy capacity decreases when the number of eavesdropper increases. 

 

Fig. 6 Secrecy capacity of the system with eavesdroppers 

 
The secrecy capacity analysis of the systems with two eavesdroppers is given in Fig. 7. It shows if 

the system has extra relays to reduce the degrading effects of eavesdroppers. The secrecy rate is lightly 
affected if the number of the relay is larger than the number of eavesdroppers. However, the secrecy rate 
is seriously decreasing when the number relay is less. For the decreasing secret rate, the difference 
between the number of relay and the number of the eavesdropper is the major degrading factor, but the 
ratio of relays and eavesdroppers is not. The relay mapping scheme could help to avoid the degrading 
effects of eavesdroppers and keep a positive secrecy capacity. 
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Fig. 7 Secrecy capacity of the system with two eavesdroppers 

5 Conclusion  
The cooperative system is a tendency for future communications because of low cost and low 

complexity. In this work, the theoretical solution for a secret AF mode cooperative communication has 
been proposed. According to Shannon theory, without the encryption, the physical layer could provide 
secure transmission.  Hence, the mutual information is a major concern in this work. Secrecy rate is the 
evaluation of the secure communication between the source to the destination. However, the security 
situation might be interrupted by the negative secrecy rate. In order to provide secure communication, 
this work provides a relay mapping scheme to search the optimal assignment between the source and the 
relay. It begins to develop the theoretical limit for secure communication. Then, based on the positive 
secrecy capacity, the maximum secrecy rate is approached with an appropriate relay assignment. In the 
numerical experiment, the results show if the number of eavesdroppers is less than that of the sources, 
the secure communication still could work with a suitable relay assignment.  

However, the calculation of the maximum secrecy rate is highly complicated. To develop an 
efficient algorithm to find a positive secrecy rate could be a research issue.  The other issue on the 
power control at the relay station might be considered in the next research. While the eavesdropper has 
been detected, how to control the transmission power might be another feasible solution for the secret 
communication.  
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