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Abstract—The idea behind the Internet of Things (IoT) is to
connect not only people and computers but also smart things
like sensors, actuators, and control systems, enabling them to
share and process data over the internet. IoT systems are
valuable for emergency management because they can collect
data from various smart objects, facilitating centralized decision-
making. However, challenges related to operational safety and
security must be addressed to ensure the reliability of IoT in
critical applications. The objective of this thesis is to tackle these
challenges by proposing a mechanism called the 2S-bag (safety-
security bag), extending the rules checking from the already
known Safety-bag components to both safety and security. This
proposed mechanism continuously monitors and verifies safety
and security requirements, thereby enhancing the reliability of
IoT systems.

Index Terms—Vulnerability assessment; attack scenario identi-
fication; security; safety; IoT healthcare; defensive mechanisms;
fault tolerance.

I. INTRODUCTION

The swift growth of IoT devices across different domains
has created significant dependability challenges. Some key
challenges encompass guaranteeing safety, integrity, confiden-
tiality, and availability. IoT systems are composed out of
a variety of software and hardware components comprising
plenty of interconnected objects such as sensors, actuators,
dashboards, communication elements, and more. Our research
focuses on addressing security and safety issues in IoT sys-
tems, considering particularly the components communicating
through wireless protocols:

— Security Threats: Cyber-attacks can compromise the
system’s confidentiality (resulting in data theft), avail-
ability (resulting in a denial of service), and integrity
(resulting in data alteration). These attacks target critical
vulnerabilities caused by the resource constraints of IoT
devices (such as energy, processing power, memory, and
S0 on) or errors in security mechanisms.

— Safety Threats: Faults can occur in any of the com-
ponents of the IoT system and can lead to severe
consequences, affecting the whole system as well as
human interactions during emergency management.

II. CONTRIBUTION

To address these challenges, we aim to propose an indepen-
dent component that will continuously check the IoT system
to detect security and safety problems, in a similar way to

the safety bag presented in [3], which seeks to detect and
tolerate risks through online verification of safety necessities in
autonomous vehicles. In our work, we intend to apply security
properties to online verification in order to detect and tolerate
cyber-attacks. We will call this component a 2S-bag (safety-
security bag).
In order to study the safety and security properties of the
2S-bag and evaluate its performance, it is essential to be
able to generate realistic cyber-attacks on the targeted system.
Although the literature proposes several methods for security
risks analyses, the attack identification remains a manual
process relying on expert knowledge and depending heavily
on the system.
We propose in our work novel process for identifying vul-
nerabilities with highest risk and generate realistic associated
attack patterns in a specific IoT system. This process relies
on existing risk studies and vulnerabilities databases. In our
case, we used amongst other OWASP! Top Ten weaknesses
in IoT and the CWE2, CVE? and CAPEC* databases. The
process consists of three steps: the first step identifies sig-
nificant weaknesses based on their severity (for example,
using a mapping that we generated between CWE and the
OWASP Top 10 weakness categories for IoT). The second
step identifies relevant vulnerabilities based on the system’s
IoT components and identified targeted weaknesses. The third
step identifies attack patterns related to the vulnerabilities, for
example combining attacks from the CAPEC database. The
CWE, CVE and CAPEC databases represent trusted sources
in defining fundamental weaknesses, vulnerabilities, and attack
patterns in computing security. This proposed process could
be used in security risk analysis by cyber-security experts in
organizations as most methods require finding vulnerabilities
in the system and possible attack scenarios, or in research
works like ours to confront new defensive security mechanisms
in IoT networks with representative cyber-attacks. Figure 2
represents a detailed block diagram of our proposed security
assessment process, which consists of three steps. This process
has been detailed in published international conference article
[1].

We are currently implementing this process on a health care
IoT application presented in figure 1. The proposed system

1. https://owasp.org/

2. https://cwe.mitre.org/
3. https://nvd.nist.gov/

4. https://capec.mitre.org/
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Fig. 1. BPMN Diagram of the Security Assessment Process

conforms to the ISO IoT architecture [2], and aims through
IoT sensors and actuators to monitor a patient’s health signs
and administer treatments when needed. We intend to publish
this work in a journal article during fall 2023.

Doctor Tablet

‘ = m
. ‘) A‘\
—g : 2 2
< X 5 -
DN = 2 2 am
Application Admin Control Portal Nurse Tablet

aﬂé‘% !

Emergency Ma

B

nt System

EY
\Vital Signal Monitor

Physical Entity Domain: Patient & Sensing and Controlling Domain Management and Application Service Domain

Fig. 2. Typical IoT network in healthcare applications based ISO IoT
architecture

ITII. CONCLUSION AND FUTURE PERSPECTIVES

During the first and second years of this thesis, we exten-
sively examined various related works on IoT architectures and
standards for IoT systems, drawing insights from the existing
literature. As part of our research, we proposed a vulnerability

User Interface Domain

and attack identification process to find and evaluate realistic
cyber-attack scenario in IoT systems. Our contribution was
published in an international conference.

We are currently implementing this process on a medical
application. From this, we aim to determine the security
requirements and derive rules that the 2S-bag could implement
to tolerate these attacks.

Additionally, we aim to identify faults that pose threats to
the safety of the target IoT system application. Finally, our aim
is to develop a 2S-bag capable of detecting and tolerating all
or some of the identified safety and security threats. We plan
to validate the effectiveness of the 2S-bag through simulations
involving injected faults and simulated attacks.
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