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Abstract 
Security issues in cloud networks and edge computing have become very 
common. This research focuses on analyzing such issues and developing the 
best solutions. A detailed literature review has been conducted in this regard. 
The findings have shown that many challenges are linked to edge computing, 

covered with the help of new technologies and techniques. 
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1. Introduction 

Edge computing is a distributed information technology architecture in which 
the client’s data is processed at the network’s periphery, which means the processing 
is done near the point where the data has been originally generated [1]. Data is 
considered one of the major assets of modern businesses that provide valuable 
insights and are also integral in making important decisions to run business op-
erations smoothly. The rush of data can be controlled and managed with an ap-
propriate system that ensures data is protected from unauthorized access and 
can be operated in real-time from different locations and connected devices. 
Managing the data flow by integrating a traditional cloud computing network is 
challenging. That’s why there is a need for edge computing in cloud networks, so 
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the development of the Internet of Things, the number of smart devices linked to 
the Internet continuously increases. This leads to the development of large-scale 
data, which causes issues like poor privacy, bad security, slow response speed, 
bandwidth load, etc. In response to conventional cloud computing, a new con-
cept of edge computing has emerged. This computing platform helps perform dif-
ferent calculations at the network’s edge. It focuses on being closer to the source 
of the data. This is because, at this edge, it is lightweight for small-scale and local 
data processing and storage. Figure 3 shows the emergence of edge computing 
in the computing paradigm. 

Another research was conducted by [8] regarding this concept and its oppor-
tunities and issues. According to the research, the applications of service-based 
principles and virtualization in different emerging networking paradigms have 
developed a trend of network cloudification. This trend enables different net-
work systems to be recognized based on cloud technologies. It also enables net-
work services to be realized based on the cloud service model. Network cloudi-
fication and the crucial role of networking in edge computing platforms result in 
the convergence of edge computing and networking. This calls for a holistic view 
of all the areas of computing and networking that can develop the relevant 
technologies. The researchers also aimed to develop a big picture to depict the 
current status of research in edge computing. It was observed that edge computing  
 

 
Figure 3. The emergence of edge computing [7]. 
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Edge devices can also use identity and access management strategies to ensure 
security. Research on such strategies and their effectiveness was conducted by 
[12]. The authors stated that cloud computing involves using different technol-
ogy resources by different users according to their needs. The main issue with 
this area is the issue of security. Since data are dispersed across different sto-
rage devices and machines, security issues are highly likely. In such a case, access 
control mechanisms are very important. According to the researchers, access con-
trol can be depicted as restricting access to a particular resource or place. These 
mechanisms are very important because of the dynamicity and heterogeneity of 
the cloud. They help ensure that all attempts of specific users to access the data 
are based on access controls provided by the system. In this way, privacy and secu-
rity can be maintained.  

2.4. Resource Constraints and Security Measures 

In case of limited resources on edge devices, there is a need to implement proper 
security measures. Geo-resiliency is one such measure. When users consider cloud 
providers, they should always inquire about the resiliency and protection fea-
tures they use. Research by [13] focused on developing solutions to such security 
issues. It is very important to be aware of different edge computing security con-
siderations. Maintaining business functionality and data availability is very im-
portant in this regard. 

Moreover, protecting data from unauthorized access is crucial to the security 
and privacy of data. Companies should also implement mitigation plans in case 
of security incidents. Proper measures should be implemented to detect the risk 
of security issues. Artificial intelligence, encryption, media sanitization, gateway 
technologies, etc., can be ensured to overcome these issues. Figure 5 shows the 
security measures in edge computing. 

Using lightweight security solutions and optimizations for resource-constrained 
environments is also becoming common today. Lightweight cryptographic algo-
rithms for managing resource-limited cloud devices were also researched [15]. 
The research showed that the privacy and security of cloud services are the ma-
jor issues. Such devices have very limited memory, power, and area resources. 
Therefore, securing resource-constrained devices in the cloud, wireless sensor 
networks and RFID tags has become difficult. Lightweight cryptographic algo-
rithms are created to provide proper security in such devices. If these algorithms 
are implemented in the hardware, they cannot be read or modified easily by in-
truders. Thus, they provide a more physically secure adoption of security.  

2.5. Interoperability Challenges and Solutions 

Interoperability mainly relates to the ability of services and applications to be 
used on different platforms. This feature is crucial for companies that want to 
utilize various cloud service providers for diverse aspects of their applications. 
However, this feature also comes with many challenges regarding data portability.  
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Figure 5. Components of edge security [14]. 

 
This issue of service interoperability is also focused by [16]. The research stated 
that client-centric interoperability helps migrate applications and data across 
clouds. It also provides users with enhanced control over their workloads. On 
the other hand, provider-centric interoperability helps the network providers 
to collaborate with users. Both of these perspectives can encounter serious issues 
related to security, scalability, and dependability.  

The implementation of standardization efforts and industry-wide security 
protocols is needed in case of interoperability challenges. Research by [17] has 
also been conducted in this regard. The researchers focused on addressing se-
mantics standards for cloud interoperability and portability. They stated that 
many proprietary application programming interfaces are available for collabo-
ration and migration among cloud providers. However, they need the imple-
mentation of proper standardization efforts. These include Cloud SME, PSIF, 
STAGER, SCA, OSAIC, Open Swift, etc. The research also found that the se-
mantics and migration of portability and interoperability cannot be attained to-
gether.  

2.6. Future Trends and Research Directions 

Research in the area of Edge Computing (EC) security is currently ongoing. Edge 
computing and sensor cloud are also focused on [18]. The researchers stated that 
sensor-cloud technology has developed from recent cloud computing applications 
and wireless sensor networks. The researchers analyzed the sensor-cloud-related 
literature to discover architectural challenges, effective management systems, 
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and security-enabled solutions. The researchers mainly focused on the perspec-
tives of heterogeneity, transparency, sharing, and management. It was seen that 
sensor-cloud systems are transparent and related to the kinds of sensors used. 
Besides, the characteristic of heterogeneity can assist the sensor-cloud systems in 
processing real-time heterogeneous data to make important decisions. Moreo-
ver, multi-user data sharing can lessen the costs of communication and transmis-
sion and enhance working efficacy. Some of the emerging trends in edge compu-
ting are shown in Figure 6. 

Many new trends are emerging in this field, such as machine learning and ar-
tificial intelligence integration. This trend is also focused by [20]. The research-
ers stated that there is a mutual benefit in the combination of AI and EC. The 
main reason behind this combination is that EC alone faces security, energy con-
sumption, privacy, delay optimization, resource allocation, and task scheduling 
issues. The use of AI-based solutions helps in overcoming these problems by 
enhancing overall system efficiency. Future research is further needed regard-
ing how the use of such solutions specifically enhances efficiency and overcomes 
security issues.  

3. Problem Definition 

The use of cloud computing in completing business operations shows the ad-
vancement of this modern world. It shows how the data is getting transformed 
in different industries in different corners of the world. This innovation comes  
 

 
Figure 6. Edge computing trends [19]. 
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Figure 10. Edge computing in cloud network architecture [33]. 

4.3.5. Security Challenges 
● Edge Device Vulnerabilities 

Edge devices which work in long and different resource-constrained areas 
present a huge security challenge. These devices are helpless because of their li-
mited resources, power, and security features, which leads to physical violation 
and attack [34]. This is due to their remote locations, and the difficulties of un-
authorized access increase, making them helpless to intending actors. The com-
bination of limited security and data privacy and integrity concerns are different. 
Solving these challenges requires a proactive approach that contains strong secu-
rity features, encryption protocols, and continuous monitoring to increase the 
security position of these edge devices. 
● Data Transmission Security 

The separate nature of edge computing introduces the small data transfer from 
these edge devices to the cloud servers, combined into simple terms that how big 
data can be. The high data flow raises concerns about data privacy, security and 
eavesdropping during transmission. When the data is moved or transferred from 
edge devices to cloud devices, the risk increases because it becomes difficult to 
hide sensitive information [35]. In addition, increased frequency of transmission 
is also important to ensure data integrity. Strong encryption protocols, a secure 
communication framework, and good monitoring should be applied to face these 
challenges. Solving these data security issues is important to increase the efficiency 
of information exchange in edge computing. 
● Distributed Authentication and Authorization 

Traditional centralized authentication model faces many challenges due to the 
migration towards distributed edge environments [36]. The main challenge of 
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these models is security management. The use of edge devices in different loca-
tions and the decentralized nature of edge computing create problems in the 
authentication and authorization methods. This decentralized nature of edge 
devices makes it very difficult to adapt to traditional models. These challenges 
need to be tackled to strengthen security. Distributed authentication provides an 
emerging system to prevent unauthorized access. Implementing an efficient au-
thentication method is the main goal. This ensures the avoidance of security 
protocols and overall network integrity. 
● Resource Management and Isolation 

Resource management is also very important in edge computing. It plays a vi-
tal role, but some challenges exist, such as workload isolation on shared edge re-
sources [37]. At the same time, this increases the risk of data violation and af-
fects the integrity of the entire network. Unauthorized access while sharing re-
sources can damage data privacy and also affect the overall reliability of edge com-
puting. To solve these problems, a strong isolation mechanism, such as contai-
nerization and virtualization, is required. This ensures that everything is done in 
a controlled and secure environment. Maintaining a secure, isolated environment 
and striking a balance is very important. Figure 11 shows how resource manage-
ment works in edge computing. 
● Regulatory Compliance 

Regulatory compliance issues increase challenges in edge computing systems, 
where data is gathered from multiple locations [39]. It has to face different laws 
and regulations in different locations, which leads to more challenges. Meeting 
the requirements of data protection regulations such as GDPR is made difficult  
 

 
Figure 11. Resource management in edge computing [38]. 
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