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ABSTRACT 

Child itrafficking ihas ibecome ia iglobal iproblem idue 

ito iits imysterious iand ipervasive inature. iMalicious 

iactivities ilike ithis ithrive iwhen ichildren iare inot 

igiven ithe iopportunity ito irespond ito ior ifollow iup ion 

isuch iincidents. iMany iof ithese isolutions imandate 

ithe iuse iof ielectronic idetector. iElectronic idetectors 

ioften ileave iusers ivulnerable ias ithey iappear iexposed 

to itraffickers. iThis iarticle iproposes ia ihidden iand 

iportable ipatch ibased ion iembedded isystems ito 

igreatly ireduce ithe ilikelihood iof isuch iincidents. 

iThis iwearable ipatch ican ibe iattached ito iclothing iand 

iuses ithe iInternet iof iThings i(IoT) ito iconstantly 

imonitor ia ichild's iwhereabouts iand igenerate 

ivoluntary iand iinvoluntary iresponses ito ialert 

iparents ifar iaway iin ian iemergency.can imake. iI iwarn 



you. iParents ican ialso iremotely ichange iwhich iareas 

itheir ichild ican ienter. iThis ipaper idescribes ihow isuch 

ipatches ican ibe iconcealed iand iused ion ishoes, iand 

ithe iexperiments iand iresults ithat isupport ithis. 

I. INTORDUCTION 

Human itrafficking iis ithe iact iof irecruiting ior 

iharboring ipersons ifor iforced ilabor ior icommercial 

inecessity, iusing ifraud ior iforce i. iIn i2016, imore ithan 

i40 imillion ipeople iworldwide iwere iaffected iby ithis 

iserious iand iwidespread icrime. iIt iremains ione iof ithe 

imost icomplex icriminal iactivities iand iis ivery 

idifficult ito idetect iand iprosecute, ilargely idue ito iits 

icovert inature. iEven iwhen idiscovered, ivictims iare 

igenerally ireluctant ito ispeak iup ior itake iaction, 

ilargely idue ito ilack iof iresources, iawareness, ilack iof 

iaccurate iinformation, iand ieven isocial istigma. iThe 

iUnited iNations ireports iactive ihuman itrafficking iin 

i106 icountries i, imaking iit ithe ithird imost iprofitable 

icriminal iactivity iin ithe iworld i.The iGlobal iSlavery 

iIndex i2016 ireports ithat ithere iare i18.3 imillion 

ipeople iin imodern islavery iin iIndia. iUnlike iadults, 

ichildren iact isubconsciously iand iwithout iconsent. 

iAlmost izero ichance iof iescape. iAn iimportant istep 

iin isuch iscenarios iis ito irecognize ithe ioccurrence iof 

ia ihuman itrafficking iincident ias iearly ias ipossible. 

iAs isuch, ichildren ishould ibe iconstantly imonitored 

iand ifollowed iup iusing iproactive imechanisms iand 

ireal-time iresponses iso ithat ipotential itrafficking ican 

ibe idiscovered iand iintroduced ito iparents ias isoon ias 

ipossible. iTake iaction ito ithwart ithe iattempt. 

iDevices iused ito iimplement isuch imechanisms 

ishould ipreferably ibe iindistinguishable ifrom iand 

inon-interfering iwith itheir iuse. iWearable iand 

iintelligent itracking idevices ithat iare icamouflaged 

ior ihidden iunder iclothing imay iprove imore ieffective 

iin isuch iscenarios. iExisting iwearable isolutions ihave 

ilimitations isuch ias: iB. iHigh idemand ifor 

icommunication ibandwidth, ihigh ipower 

iconsumption, imanual ioperation, ietc. iLow-cost, 

ilow-power iembedded isystems ican ibe iused ias ian 

ialternative ito isuch idevices. iWith ithe iadvent iof isuch 

isystems iand ia iwide irange iof isensors, ithe iInternet 

iof iThings i(IoT) ican inow ibe iused ifor ia iwide ivariety 

iof iservices. 

 
 

II. RELATED iWORK 

Some iattempts ito icombat ihuman 

itrafficking/personal iprotection ihave ireportedly itaken 

ithe iform iof isophisticated imechanisms. iThey ieither ineed 

ito icarry itags ior iconsume ihigh icommunication 

ibandwidth iand ipower iwhile iworking icontinuously iand 

iautonomously. iMost iof ithese idevices iare iGPS-based 

iand iuse ibasic imechanisms ito icollect iand icommunicate 

ithe iwearer's icoordinates. iHowever, isuch iGPS-based 

idevices itend ito iperform ipoorly iindoors ior inear 

ibuildings. iThey iare ialso iaffected iby iweather iconditions 
, iPeyto iet ial. iused ia ihidden idevice ithat ireacts iin ithe 

ievent iof ian iattack. iResponsive ito istress/aggression, ibut 

inot ialways ipositively iusable iin ichild itrafficking icases. 

ianti-trafficking imechanisms imust ibe iproactive. iMood 

iBidori iet ial. iTheir isolution ispecifically itargets ichild 

isafety, ibut ithis imechanism irequires iactive iparental 

iinvolvement. iParents imust imanually iping iher ichild's 

iwearable idevice ito iget iher istatus. iSuch isystems ilack 

ireal-time iresponse iand iare idifficult ito iuse. iRafflesia iet 

ial. iproposed ian iapplication ifor iuse ion ismartphones ithat 

ialerts iparents ibased ion ithe ichild's isituatio 
 
 

III. PROPOSED iSYSTEM 

The iproposed isystem ismart ishoe isystem 

iintegrates ia ismart ipatch iassembly ion ishoes, ia 

iWi-Fi inetwork, ian iInternet irouter, ia icloud 

iserver iand ia ismart iphone. iHere, iwe idescribe ithe 

iimplementation iof ithe iproposed isystem ifrom 

ithe iperspective iof ichildren iand iparents. iA. 

iChildren's ipage iThis ipage iis iabout ithe ismart 

ishoe, iits iconfiguration iand ioperation. iA iNode 

iMicro iController iUnit i(NodeMCU) iembedded 

iin ithe ishoe iforms ithe imain icontroller. iThe 

idevice ioffers ian iopen-source isoftware iand 

ihardware idevelopment iplatform ibased 

iprimarily ion ia ilow-cost isystem-on-chip i(SoC) 

ithat iincludes ia iCPU, iRAM, iand i Wi-Fi imodule. 

iWith iits irelatively ismall ifootprint, ithis 

iinexpensive icontroller ican ibe iconsidered ia 

inear-ideal inode ifor iIoT. iA ipressure isensitive 

iresistor ito idetect ishoe ioccupancy, ian 

iaccelerometer iwith ia igyroscope isensor 



(MPU6050) ito idetect icovert igestures, ia ibuzzer 

ito iconfirm igestures, iand ia ipower isupply 

i(battery) iare iall iconnected ito ithe iNodeMCU. 

iConfigure ithe iremaining icomponents iof ithe 

ismart ishoe icircuit. iFigure i1 ishows ithe ilayout iof 

ithe icircuit iwithin ithe ishoe. iCircuits iare 

istrategically iplaced ithroughout ithe ishoe ito 

ireveal ithem ihidden. iThe ipower isupply ifor ithe 

icircuit iis ia i3.3V iLiFePO4 ibattery. iTo itrack ithe 

ichild's icurrent izone, iwe iused ia icluster iof iWiFi 

inetworks ito ilocate ithe ichild ibetween iallowed 

iand iforbidden izones. iHis iInternet irouter iwas 

ialso iused ito iconnect ithe iInternet iacross ithese 

izones ito ideliver iresponses ito ithe iGuardian.This 

irouter iis inot iused ifor ismart ishoe isearches ias iit 

ineeds ito icover iall izones ito iprovide iinternet 

iconnectivity. iHis iNodeMCU imicrocontroller 

iin ithe ishoe iincorporates ihis iWi-Fi imodule ithat 

ihandles iWi-Fi inetwork idetection iand iinternet 

icommunication itasks. iShoe ioccupancy iis 

idetected iwith ia ipressure isensitive iresistor. iThis 

itype iof isensor ichanges iits iconductance iwhen 

iflexed ior iloaded. iThe isensor iwas iembedded 

iunder ithe itongue iof ithe ishoe iwhere ithe ilaces 

iwere itied. iAdditional ishoe itongue iand ifoot 

ipressure iapplied ito ithe isensor iby itying ithe ishoe 

ilaces i changes i its i conductance. 

 

 
Fig. i 1: i Placement i of i the i circuitry i within 

i the iSmart iShoe 
 
 

This ichange iallows ius ito iidentify iif ithe ishoes iare 

ion ior ioff. iWhen ithe ishoelace i is iuntied, ithe ipressure 

ion ithe isensor iis ireleased, ithus itriggering ithe iIER. 

iWhen ia ichild isenses ia ithreat, iher iVER ican ibe 

igenerated iby iperforming icovert igestures iwith iher 

ifeet idetected iby ithe iMPU6050 isensor. iA ichild imay 

iunintentionally iperform ithis iparticular igesture iand 

itrigger iher iVER iunwanted. iTo iavoid/minimize 

isuch ifalse ialarms, ithis igesture ishould ibe iclarified. 

iTherefore, iwe iperformed ia iclosed-loop ianalysis iof 

igait ipatterns ito ifind iunique ifoot igestures ithat ido 

inot ioverlap iwith iany iof ithe iroutine ifoot imovements 

i(Figure i2). iThe igraphs iin iFigures i2a ithrough i3e 

ishow ithe iprofile iof ifoot iangle iand iacceleration 

iduring inormal iactivity.Resting, iwalking, irunning, 

ihopping, ijumping. iRespectively. iHere iwe ican 

iobserve ithat iduring inormal imotion i(except iat irest) 

ithe ipitch icurve iin igreen icycles iboth iabove iand 

ibelow ithe iroll iin ired iand ithe iα icurve iin iblue. iα iis 

ithe i20x iacceleration iof ithe ifoot ialong ithe iz-axis 

i(measured iagainst ithe iacceleration iof igravity ig). 

iAfter i some i experimentation, i we i found i a 

i unique 



combination iof isensor iroll, ipitch, iand ifoot iα ivalues. 

iThis iensures ithat icovert igestures iare idistinguished 

ifrom iother inormal ifoot imovements. ias ishown iIn 

iFig. i2f, ithe irelevant isecret igesture iis isuch ithat ithe 

ipitch imoves ibeyond iboth iroll iand iα ivalues iand 

iensures ithat iit iremains ithe isame ilong ienough ito ibe 

iclearly iidentified. iPhysically, ithis igesture imust ibe 

iperformed iin itwo isteps. iIn ithe ifirst istage, iyou 

ishould ilean iyour ifoot iforward ito i the ileft ifor iat ileast i4 

iseconds. iThis icauses ithe ipitch ito iexceed ithe iroll 

iand ialpha ivalues. iIn ithe isecond istage, ithe ifoot 

ishould ibe itilted ito ithe iright ifor iat ileast i4 iseconds. 

iThis imakes ithe ipitch iwell ibelow ihis itwo iother 

ivalues. iAny ideviation ifrom ithis iorder iinvalidates 

ithe igesture, iin iwhich icase ithe ichild imust irepeat 

ithese itwo iaction isteps iof ihers. iA ibuzzer inotifies ithe 

icompletion iof iPhase i1 iand iPhase i2 iseparately iand 

ialerts iyour ichild ito ithe ioccurrence iof iVER. iA 

ibuzzer iwill ilet iyou iknow iif iyour ichild idoes ithe ifirst 

istep iunconsciously. iIn isuch icases, ithe ichild imust 

iensure ithat iit idoes inot icomplete ithe isecond istage, 

ithereby iaborting iher iVER igeneration iprocess. iB. 

iGuardian iSide iThe icurrent iimplementation 

irequires ithe iGuardian ito iinstall iher itwo ithird iparty 

iapplications.We iuse iMQTT iDash iand iBlynk ion 

ismartphones ito ienable iremote iconnectivity ito 

ismart ishoes ivia ithe iCloudMQTT iserver. iThe 

iMQTT iDash iapplication iis iconfigured iwith itwo 

iinterfaces, i"Allowed iZone iList" iand i"Current 

iZone", ias ishown iin iFigure i4a. iAllowed iZone iList 

iis ia itext ifield ithat ican ibe iused ito isend ithe ilist iof 

iallowed izones ito ithe ismart ishoe. iThis ilist ireplaces 

ithe iprevious ilist iand iupdates ithe iallowed izones. iIf 

ithis iinterface iis inot ibeing iused ito isend ithe ilist, iyou 

iwill isee ithe ilatest ilist iof iallowed izones. iThe iCurrent 

iZone iinterface ishows ihis iSSID iof ithe iWi-Fi 

inetwork iyour ichild iis icurrently iconnected ito. iIn 

iFigure i3a, i"SCHOOL-LIB" iand i"SCHOOL-GND" 
are ithe iSSIDs iof ithe iWi-Fi inetworks icorresponding 

ito ithe iallowed izones, iand i"SCHOOL-PARKING" 

iis ithe iSSID iof ithe iWi-Fi inetworks iwithin ithe 

iallowed izone. iis. iWhere iare iyour ikids icurrently 

iwearing itheir ismart ishoes? iThe iBlynk iapplication 

iis iused ito imanage iemergency inotifications i(i.e. 

iIER iand iVER) iare isent ifrom ithe ismart ishoe. iThe 

iresponse iis ireceived ifrom ithe ismart ishoe iin ithe 

iform iof ia inotification icontaining ithe ireason ifor ithe 

iresponse, i the i SSID, i and i the i Basic i Service 

i Set 

Identifier i(BSSID) iof ithe iWi-Fi inetwork ithe ichild iis 

icurrently iconnected ito, ias ishown iin iFigure 
. 

 
 
 

 
(a) Resting 

 

 
 

(b) Walking 
 
 
 
 
 
 
 
 
 
 
 

(c) Running 
 

 



 
 

(d) Hopping 
 
 
 
 
 
 
 
 
 
 

 
(e) Leaping 

 

 
(f) Covert iGesturing 

 

Fig. i2 i(a)-(f): iAngular i(Roll, iPitch) iand 

iAcceleration i(α) iprofiles iof ithe ifoot iwearing ithe 

iSmart iShoe iover idifferent iroutine iactivities iand ithe 

icovert igesture 
 

 

(a) iMQTT iDash (b) iBlynk 
 

Fig. i3(a)-(b): iSnapshots iof ithe itwo iapps irunning 
on ithe iGuardian’s ismartphone 

IV. CONCLUSION 

This istudy ishows ismart iIoT ichild isafety iand 

itracking idevices ithat ihelp iparents ilocate iand 

imonitor itheir ichildren. iIf ithe isensor ireads ian 

iabnormal ivalue, ian iSMS iwill ibe isent ito ithe 

iparent's imobile iphone, iand iher iMMS iwill ialso 

ibe isent iwith ireference ito ithe iphotos itaken iby 

ithe iserial icamera. iThe ifuture iscope iof iwork iis 

ithe iimplementation iof iIoT idevices ithat iensure 

ia icomplete isolution iof ichild isafety iissues iand 

ichild ihealth imonitoring iusing itemperature 

isensors ithat idetect ithe ichild's ibody itemperature 

iand iambient itemperature. iIf ithere iis ian 

iabnormal itemperature irise ior ifall iin ithe ichild's 

ibody ior ienvironment, ithe iuser iwill ibe inotified 

iaccording ito ithe icoded itime idelay ias ishown iin 

ithe ipicture. iIt idisplays itemperature iand 

ihumidity ivalues iand inotifies iusers ibased ion 

ipredefined ivalues iin icase iof iabnormal ifalling ior 

irising iscenarios. 
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