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Abstract. At present control and management systems at such economic facili-
ties as urban water supply systems, wastewater pumping stations and treatment
plants, pumping stations of irrigation systems, etc. do not provide signaling of
the beginning of the latent period of accidents and this state is not reflected in the
readings of measuring devices of control systems. In addition, signaling of the
beginning of the latent period, change of the technical condition and seismic sta-
bility of construction facilities in seismically active regions is not supported.
Continuous control of the technical condition of the railroad track is not main-
tained either, as the number of track measuring cars used for this purpose is lim-
ited. At the same time, the beginning of the latent malfunction period of all men-
tioned facilities is clearly reflected in the estimates of various characteristics of
noisy vibration signals, which emerge at the beginning of their various malfunc-
tions. We will propose technologies of formation of informative attributes and
technical means for controlling the beginning of the latent period of malfunctions
at these facilities. The possibility of using the proposed informative attributes in
the systems of control of the beginning of malfunctions of other various economic
facilities will also be shown.

Keywords: accident, malfunction, control, signaling, construction facilities, seis-
mic stability, pumping stations, railroad track, vibration signal, noise, informa-
tive attribute.
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1 Introduction

At present, in pumping stations in any technological water supply and
wastewater disposal systems, as well as in municipal cold and hot water supply
systems, sewage pumping stations of wastewater pumping and treatment facili-
ties, automatic control systems are used for monitoring and control, which al-
lows the facility to operate for a long time without repair [1-3]. They carry out
processing of analog and discrete information according to the set algorithm and
formation of necessary signals for control of technological equipment, display
of information on parameters and state of technological process, on preparation
of transfer of information on current state of equipment, on parameters and state
of technological process, detection of emergency situations or malfunctions of
technological equipment, automatic connection of additional pump units in case
of insufficient productivity of the plant. Thanks to this, the vital problem of the
population related to water supply, water supply, wastewater pumping, irrigation
of agricultural crops, etc. is reliably and successfully provided [3-6]. Monitoring
and control systems are also used to control the seismic stability of urban con-
struction facilities, strategic facilities, infrastructure facilities and other critical
facilities, and due to this, a high level of accident-free operation is ensured [1,
4,5, 6].

Railroads have always been and still are the most profitable and economical
mode of transportation, second only to pipeline and water transport. Rail
transport has no seasonality or dependence on weather conditions. Rail transport
is effective due to the high speed of the rolling stock, large amounts of trans-
ported cargo, versatility, and so on. One of the main advantages of railroads is
the very low cost of energy required to move steel wheels along steel rails.

With the development of high-speed train traffic, the requirements for objects
and devices of railroad infrastructure are becoming more stringent, both for the
quality of determining the occupancy of the track and for the condition of the
rail line, the track superstructure (ballast), on which the qualitative characteris-
tics of performance, safety and uninterrupted operation of trains depend. At pre-
sent, the control of technical condition of the railroad bed of each track crossing
is practically carried out according to the plan, i.e. "in turns", with the help of
railroad test cars, geometry cars, flaw detector cars, as it is believed that no sig-
nificant changes occur between the checks, when no control is carried out. At
the same time, in real life, due to the impact of various factors, certain changes
take place even a day after control. Therefore, in addition to the existing ones, it
is advisable to create simple and inexpensive intelligent technical means of mon-
itoring, which can be installed on one of the cars of each rolling stock for con-
tinuous control of the beginning of changes in the technical condition of the
track. In this case, the “Safety center” on the basis of the information received
from trains in the corresponding hauls, can make a decision on the expediency
of their “out of turn” control [1, 9-15].

2 Problem statement



The importance of the issue of controlling the beginning of the latent period of acci-
dents of economic facilities is associated with the fact that any accident is preceded by
the emergence of certain defects, after which its latent period begins. After some time,
it develops and only after that it is reflected in the readings of measuring devices of
control and management systems. The duration of the latent period depends on the dy-
namics of the defect development. Due to the above, in the measuring devices of the
control systems of the above mentioned facilities the beginning of their emergency state
is detected at the moment of time when it takes on a pronounced form. Therefore, in
practice there are cases when it turns out to be late and the accident cannot be prevented.
Naturally, in order to eliminate this shortcoming, it is necessary to create new technol-
ogies and intelligent systems that allow controlling and signaling the beginning of the
latent period of the emergency state of the above facilities [1-3, 10-14].

Studies have shown that vibration process occur in many of the most important eco-
nomic facilities as a result of continuous operation under heavy load. Therefore, to con-
trol the beginning of the latent period of malfunction of these facilities, it is advisable
to use vibration sensors, since the beginning of their malfunction is largely reflected in
the vibration signals g(iAt). This process is normally reflected in the form of noises
e(iAt), which have correlation with useful signals X (iAt) at the onset of the malfunc-
tion [1, 4, 5]. Consequently, during this period, the total noise £(iAt) is formed from
the noise &, (iAt), which arises from the influence of external factors and from the noise
&, (iAt), caused by the occurrence of various malfunctions.

Experimental studies have shown [1-3] that in the process of operation of the equip-
ment of the facilities under consideration the occurrence of the latent period of acci-
dents is due to the fact that in the operating conditions in the equipment there are frac-
tures, fatigue cracks, residual stresses, fatigue damage, fatigue, wear, friction and abra-
sion. Because of the above estimates of the cross-correlation function Ry (u) between
the useful signal and the noise and the noise variance R..(u) of the vibration signals
are perceptible values, i.e. there is an inequality:

{RXS(.U') > 0
Ree(w) » 0

Due to this fact, it is difficult to ensure the adequacy of the results of vibration control
of the beginning of the latent period of accidents of the equipment under consideration
using traditional technologies. Therefore, it is required to create alternative effective
technologies and intelligent technical means of control and signaling of the beginning
of the latent period of accidents at the above-mentioned important economic facilities.

3 Algorithm for determining the estimates of informative attributes
to control the onset of accidents at economic facilities

Analysis of the causes of accidents have shown [1-3] that in the process of operation
of equipment of the considered facilities the occurrence of the latent period of malfunc-
tion is due to the fact that continuous rotary motion under high pressure in the equip-
ment leads to fractures, fatigue cracks, residual stresses, fatigue damage, fatigue, wear,
friction and abrasion. The beginning of the latent period of these malfunctions of the



specified facilities is clearly reflected in the estimates of various characteristics of noisy
vibration signals, caused by their long-term non-stop operation.
Analysis has shown that to determine the estimates of the most important informative
attributes which arise at the beginning of the specified malfunctions in the considered
facilities it is expedient to use the following technologies:

1. Technology of determination of the estimate of the variance D,, of the noise

£(iAt) of the noisy vibration signal g(iAt):
N

1
D, ~ R..(0) ~ NZ[gz(iAt) + gt g((i + 2)A) — 29D g((i + 1)AL)]

i=1
2. The technology of determining the estimate of the cross-correlation function
Ry, between the useful vibration signal X (iAt) and the noise £(iAt):

N
1
Rye = NZ[g(iAt)g((i +m — 1)At) — 2g(ia)g((i + m)Ac) +
i=1
+9@AD)g(( + m+ 1AL)]
3. Technology of determining the estimate of the relay cross-correlation function
R}, between the useful vibration signal X (iAt) and the noise e(iAt):

N
R}, = %Z[sgng(mt)g((i +m — 1)At) — 2sgng (iAt) g((i + m)At) +

i=1
+sgng (iAt)g((i + m + 1)At)]
4. Technology for determining the estimate of the variance of the useful signal

X(iAt)
Dy = Dy — Dy,
where
Dy =~TiL, g*(iA0).

5. The conducted analysis has shown that as informative attributes about the be-
ginning of malfunction of the considered facilities it is reasonable to use also
estimates of coefficients, K;, K,, K3, K,, Kz, K, which are determined by the

formulas

D R

K, =% K, = “Xe
Dx D*se
D R

K, = = K = —Xe
Dy Dgg
Dx R

K3 = Ke = —Xe
Dy Rxe

As it is obvious from the above, in the vibration control of the beginning of the mal-
function of facilities of the applied algorithms of analysis of noisy vibration signals, the
noise e(iAt) is considered as a carrier of diagnostic information. In this case, ensuring
the adequacy of the control results in the proposed control systems at analog-to-digital
conversion of vibration signals g(iAt) requires the use of algorithms and technologies
for adaptive determination of the noise sampling interval At in real time. This is due
to the fact that, for example, depending on the speed of the rolling stock, the spectrum
of vibration signals changes in time within a large range, and this affects the adequacy



of the control results. Therefore, taking into account the time variation of both the spec-
trum of useful signals X (iAt) and the noise £(iAt) from the influence of train speed in
order to obtain the desired estimates with the necessary accuracy, the sampling interval
should be determined adaptively in real time. Only in this case, the estimates of the
desired informative attributes can be determined with sufficient accuracy. In [1, 4, 9] it
is shown that this can be achieved by using the frequency properties of the low-order
bit g, (iAt) of the samples g(iAt) of vibration signals, at its analog-to-digital conver-
sion with excess frequency f,, which is much higher than the traditional sampling fre-
quency f,
foo =22,

where N, is the number of transitions of the low-order bit g,(iAt) of the sample
gy (iAt) from one to zero state, N is the total number of samples of the analyzed signal
g(iAt), fq, is the frequency of the low-order digit g, (iAt)which is a reasonable sam-
pling frequency of the vibration signal g(iAt).

4 Possibilities of building intelligent systems of control and signaling
of the beginning of accidents at pumping stations

According to the above, to control the technical condition of the facilities under con-
sideration, it is possible to create simple and inexpensive intelligent technical means,
which can be installed in small rooms. At the same time, it is often required to provide
control and signaling of malfunctions at sufficiently large distances, i.e. to control the
facility remotely [1-4].
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Fig. 1. Intelligent system for signaling the onset of accidents.
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Fig. 1 shows a block diagram of one of the possible variants of building an intelligent
accident signaling system (1ASS) by analyzing the vibration signals occurring at the
beginning of all typical accidents in the operation of economic facilities.

The system consists of the following modules:

1- Vibration sensor.

2- Module for adaptive analog-to-digital conversion of vibration signals,
gt) = g(iAt) = X(iAt) + e(iAt).

3- Modules for determining estimates of current informative attributes.

4- Identification module at the beginning of the latent period of malfunctions.

5- Information and signaling module.

61 -6m- Modules for memorizing threshold estimates of informative attributes.



In the process of operation of the IASS, the vibration signal g(¢t) from the vibration
sensor 1 arrives at the input of module 2, i.e. at the input of the adaptive analog-to-
digital converter, where it is converted into digital code g(iAt). By means of module 3
the current set W; is formed, consisting of the corresponding estimates of the current
informative attributes W, = {Dy, Dy, D¢, K1, K3, K3, K4,Ks, K6, Rxe, Rxe}. If they ex-
ceed the threshold values of the corresponding informative attributes set on modules
61, 62, ..., 6m, then the signal from module 4 is transmitted to module 5. In this case, if
all the current estimates are greater than the corresponding reference estimates, then
modules 4 and 5 form a warning signal about the beginning of the malfunction and also
trigger the alarm about the beginning of the accident. However, in cases where some
estimates are greater than the reference ones and others are smaller, then only a warning
signal is generated. As a result, during the operation of the system, by comparing the
reference and current informative attributes, the results obtained allow to assess the
technical condition of the facility and to carry out signaling of the beginning of the
malfunction.

Analysis of real facilities has shown the possibility of practical control of the begin-
ning of the latent period of accidents of the system shown in Fig. 1 at commonly used
pumping stations.

As was mentioned above, vibration processes occur on pumping units as a result of
long continuous operation under heavy load and the most information about the begin-
ning of the latent period of emergency condition is contained in vibration signals [5-
10]. Despite this, the existing monitoring and control systems detect the beginning of
accidents when its latent period is completed and the facility enters the emergency
mode. This leads to loss of time, because of this it is not possible to eliminate the mal-
function in the period of its initiation. As a result, much more resources and time are
required. Therefore, the use of the above proposed informative attributes as carriers of
diagnostic information to control the beginning of the latent period of accidents is the
most appropriate option. Importance and expediency of wide application of intelligent
control system is also connected with the fact that in real life commonly used pumping
stations, artesian wells and other important equipment are intended, as a rule, for small
farms, which cannot purchase and operate expensive equipment with very sophisticated
and expensive control and management systems. In these cases, it is advisable to use
equipment with inexpensive and simple control systems. Here, to ensure accident-free
operation, first of all, remote signaling of the beginning of the latent period of accidents
is advisable [4].

Based on the analysis of possible applications of various vibration sensors, one of
the possible options to control the beginning of changes in the technical condition of
pumping units is the Bean Device AX-3D type sensors, which are easily installed on
the pumping unit. The choice of this sensor is due to the fact that it allows implementing
remote collection of measuring information by means of Wi-Fi, by means of a Bean
CetanWay type controller. The range of Wi-Fi signals from the BeanDevice AX-3D
sensor is up to 650 meters, which is quite sufficient when operating pumping stations.
Technical parameters of the BeanDevice AX-3D sensor are given in [1]. Thus, in this
variant of the IASS the signal from the vibration sensor BeanDevice AX-3D, installed



on the pump body, is transmitted via Wi-Fi to distances up to 650 m, where it is cap-
tured and analyzed on the Bean CetanWay Contoller. An alarm is instantly triggered
if the resulting estimate is greater than the reference informative attributes.

5 Possibility of controlling the beginning of the latent period of seis-
mic stability of socially critical facilities in seismically active regions

In countries located in seismically active zones, regular control of seismic stability
of residential buildings and strategic facilities is required to ensure the safety of the
population. The importance of this problem increases manifold in cases where, in ad-
dition to seismic hazard, there is also a possibility of a landslide. Studies have shown
that in many seismically active regions, strong destructive earthquakes are rare, at an
interval of more than ten years. However, in these places, as a rule, weak earthquakes
occur for a certain period of time (1-2 months), which can be used to create a system
for controlling changes in the technical condition or seismic stability of construction
facilities [1, 5]. This can lead to a significant reduction in the amount of destruction in
catastrophic earthquakes. In this regard, it is obviously expedient to create a technology
and a control system (which can be used for regular monitoring) of the beginning of the
latent period of change in the seismic stability of socially critical construction facilities
during each weak earthquake.

The conducted studies have shown that in seismically active regions in case of weak
earthquakes the estimates of informative attributes of seismic signals received from
seismic sensors installed on socially critical construction facilities, if they do not
change, it indicates a stable state of these facilities. At the same time on those facilities
in which there is a change in the estimate of informative attributes, they can be referred
to the group in which there is the beginning of the latent period of change in seismic
stability. Taking into account this specific feature of seismic regions, a diagram of one
of the possible variants of building a city-wide intelligent system of monitoring the
beginning of change of seismic stability of construction facilities at weak earthquakes
is proposed below in Fig. 2.
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Fig. 2. Schematic diagram of the system for monitoring the beginning of changes in seismic
stability of construction facilities at low magnitude earthquakes.

In the considered variant of the system for monitoring the beginning of changes in
seismic stability, each construction facility 0;, 0,,..., Oy is equipped with a local unit
based on a controller and with corresponding seismic sensors Dy, D,..., D,,,, installed in
the most vulnerable parts of the facility structure. During weak earthquakes the signals
g1 (iAt), g, (iAt),..., g, (iAt) from seismic sensors of each facility are transmitted to
the monitoring system through communication means. Due to this, at each weak earth-
quake from the facilities the monitoring system receives seismic signals, which are
practically noisy vibration signals, with the help of which it is possible to determine the
state of seismic stability of construction facilities. For this purpose, by analyzing seis-
mic signals. g, (iAt), g,(iAt), gs(iAt),..., g, (iAt) received from sensors of corre-
sponding facilities during the periods of time when weak earthquakes occur, informa-
tive attributes {Dy, D, Rxe, Ry K1, K, K3, K4, K5, Ko} are determined.

In the practical application of the system, first the reference estimates for earthquake-
resistant facilities are determined and memorized. After that, current estimates are cal-
culated during weak earthquakes. If the difference between the current and reference
estimates does not exceed the accepted minimum ranges, it is considered that the seis-
mic stability and technical condition of the corresponding facilities 0;, 0,,..., Oy have
not changed. Otherwise, information about the beginning of change in the technical
condition of the corresponding facility is formed. In this case, the current estimates,
which differ from the reference ones, indicate that the seismic stability of the controlled
facility is compromised. By the value of the difference between the current and refer-
ence estimates, the degree of seriousness of the situation is determined, which shows
that their technical condition should be monitored using standard equipment and tech-
nologies.



6 Possibilities of building intelligent systems of control of malfunc-
tions on railroad tracks

Modern geometry cars, flaw detector cars and other railroad test cars provide reliable
control of technical condition of all track hauls of the railroad bed in a "certain interval"
of time. Their quantity is limited and therefore “continuous control" of all track cross-
ings is practically impossible. At the same time in real life from the influence of various
factors, for example, from the influence of torrential rains in hurricane winds, from the
influence of seismic processes malfunctions of the railroad tracks can occur even a day
after the control. The conducted analysis has shown that one of the possible options for
"continuous" monitoring of the beginning of changes in the technical condition of the
track by analyzing the noise of the signal received from ground vibration arising from
the impact of the rolling stock, to form informative attributes of identification of tech-
nical condition of a track. Application of traditional technologies of correlation, spectral
analysis and other methods for this purpose due to the influence of noise on useful
vibration signals does not allow for adequacy of control results. Therefore, it was ex-
pedient to use the technology of selection and analysis of useful vibration signal, noise
vibration signal, and the relationship between them. In this case it is expedient to use
noise as the main carrier of diagnostic information.

The analysis of the possibilities of control of the technical condition of the railroad
bed of the railroad tracks has shown the possibility of creating simple and inexpensive
intelligent technical means, which can be installed on one of the cars of each rolling
stock, which allows identifying the hauls that should be controlled “out of turn” [1-4].
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Fig. 3. Intelligent system for identifying railroad track hauls requiring out-of-turn control.

Fig. 3 shows the block diagram of one of the possible variants of building an intel-
ligent system of malfunction control by analyzing the vibration signals of the dynamic
process from the vibration of the railroad bed, arising at the beginning of all character-
istic accidents during the movement of trains on the railroads.

The system consists of the following modules:

1 - Vibration sensor.
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2 - Module of adaptive analog-to-digital conversion of vibration signals g(t) =
g(iAt) = X(iAt) + e(iAt).

3 - Module for determining estimates of current informative attributes

4 - The module of formation of reference informative attributes.

5:-5m - Reference informative attribute memorization modules.

6 - Module for identifying the beginning of the latent period of malfunctions.

7 - Module of formation and transmission of information via radio channel.

In the process of operation of the control system, the vibration signal g(t) from the
vibration sensor 1 arrives at the input of the module 2, i.e. at the input of the adaptive
analog-to-digital converter, where it is converted into digital code g (iAt) with adaptive
determination of the sampling interval. In practical application of the system, a training
stage is carried out from the beginning for a certain period of time. Here, during the
movement of trains in all hauls during the occurrence of a malfunction on the track sets
{Dx, D¢, K1, K5, K, Ky, Ks, Kg, Rxe, Ry} cONsisting of corresponding estimates of in-
formative attributes are determined and memorized. This continues for some time,
when by analyzing vibration signals on different trains all possible reference informa-
tive attributes are determined and memorized. Then, at the end of the training period, a
period of railroad malfunction monitoring and identification of "problematic hauls" be-
gins. Here, during the movement of all rolling stocks by analyzing vibration signals
g(iAt) at the current time instant, the current estimates are determined
{Dx, D¢, K1, K5, K5, Ky, Ks, Kg, Ry, Rxs }and they are compared with the reference ones.
If they exceed the threshold values set on the modules 51, 5, ..., 5m, a signal is generated
on module 6 about the beginning of the malfunction. After a second comparison, if the
current estimates are greater than the corresponding reference estimates, then the mod-
ule 7 forms a warning signal on the beginning of the malfunction, which is transmitted
to the "Safety Center" via radio channel. Thus, as a result of functioning of the "system
of detection of control hauls" in each rolling stock the information about the beginning
of the malfunction is transmitted on the distances where there is a track malfunction.

Thanks to this, during the movement of trains on the hauls where there is a malfunc-
tion, the information through the "node of radio communication with rolling stock" is
successively received by the "System determining the presence of malfunctions on the
hauls" of the "Safety Center". In this case, the set of informative attributes about the
presence of malfunctions from all rolling stock, for a day, from these "problematic"
hauls will have the following form

As they are received, they are periodically analyzed and from the received combina-
tion of a set of informative attributes estimates, the final decision on the presence of a
malfunction at the corresponding railroad haul, where it is advisable to send "test cars"
out of turn, is formed. At the same time, the degree of reliability of the control results
is achieved by paralleling the control process with the use of several algorithms. Ac-
cording to the number of coinciding results on the presence of malfunctions from roll-
ing stock in each haul in the "system identifying priority hauls" the degree of their re-
liability is assessed. Thus, in the simplest case, from those sections of the tracks from
which rolling stock transmit alarm information in the "system identifying priority
hauls” the "problematic” hauls are finally determined and it is proposed to correct the
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schedule of their control. In case of simultaneous occurrence of several such problem-
atic hauls, schedules of their out-of-turn control can be proposed.

7 Conclusion

1. At present, thanks to the application of monitoring and control systems in such
critical facilities as water supply pumping stations, as well as in municipal cold and hot
water supply systems, sewage pumping stations of wastewater pumping and wastewater
treatment plants, the vital problem of the population in the respective areas of life sup-
port is reliably and successfully ensured. However, despite the many advantages of ex-
isting control systems, they do not provide signaling of the beginning of the latent pe-
riod of accidents. The importance of this issue is due to the fact that any accident is
preceded by certain defects, after which the latent period of accidents begins and de-
velops after some time. Only after that it starts to be reflected in the readings of meas-
uring devices of monitoring and control systems. The duration of the latent period de-
pends on the dynamics of defect development. Because of this, the beginning of their
emergency state is registered when the accident cannot be avoided.

2. At the present stage it is important to develop and create a city-wide system of
control of seismic stability and technical condition of construction facilities in order to
ensure public safety. This is due to the fact that when using traditional control technol-
ogies, the change in the seismic stability of a construction facility is established at the
moment of time when it acquires a clearly expressed form. At the same time, it is vital
to detect this change in the latent period of the initial stage. In this case, by detecting
this process in advance, it is possible to organize timely preventive measures and pre-
vent the occurence of serious defects, which allows to significantly reduce repair costs
and reduce the number of sudden destruction during catastrophic earthquakes. The par-
ticular importance of creating a city-wide system for monitoring seismic stability in
seismically active regions is largely due to the fact that if during weak earthquakes the
ranges of deviations of the values of the corresponding estimates of informative attrib-
utes obtained from sensors of construction facilities exceed the established threshold
values, it allows detecting the initial stages of emergency conditions of facilities relia-
bly enough and to make decisions on appropriate repair works, which will allow to
avoid catastrophic destructions during earthquakes.

3. In recent years, as part of the intellectualization of rail transport, intelligent trains
have been created, which consist of a multifunctional control system and a traffic safety
system. In order to increase the degree of safety of rail transport operation, first of all,
it is necessary to create intelligent technologies for monitoring the beginning of the
latent period of malfunctions both on the running gear of rolling stock and on the rail-
road bed, bridges and tunnels. At the same time, vibration diagnostics is of particular
importance to ensure a high level of safety. This is due to the fact that the signals re-
ceived from vibration sensors have a great diagnostic information potential. However,
despite this, in practice there are cases when the adequacy of vibration control and di-
agnostics results is not ensured. This is due to the fact that traditional algorithms for
analyzing noisy vibration signals g(iAt) do not use noise as a carrier of diagnostic
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information. At the same time in the vibration signals received from rail transport fa-
cilities, noise occurs as a result of the occurrence of a malfunction and contains signif-
icant diagnostic information. And the noise e(iAt) correlates with the useful signal;
without taking into account the influence of noise on the result of vibration diagnostics
it is impossible to ensure the adequacy of control results.

4. Studies have shown that the use of the proposed technology in other critical facil-

ities can also increase the degree of accident-free operation.

> Possible application of the technology and system for monitoring the onset of

accidents on offshore platforms and drilling rigs

> Possible application of the technology and system at oil and gas production

facilities
» Possible application of the technology and system at power engineering facil-
ities
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