EasyChair Preprint
№ 4012

Quantum Computing Era in Perspective of
Cyber Security
Nasrullah M Nafis

EasyChair preprints are intended for rapid
dissemination of research results and are
integrated with the rest of EasyChair.

August 9, 2020

FOCI2020 – Foundations of Computation and Intelligence

Quantum Computing era
In perspective of Cyber Security
Nasrullah M Nafis
Flinders University, South Australia
nafi0001@flinders.edu.au

Introduction
Quantum Computers shall play vital role in
the future of mankind. Quantum theory
was one of the major scientific innovation
of 20th century. In recent years, both
interest and investment in development of
quantum computers are accelerated,
which makes possibility of further progress
of it. Countries like Australia, Canada,
China, EU, Japan, Netherlands, Russia,
Singapore, U.K. and U.S.A have launched
quantum technologies programs investing
from millions to billions. Along with, big
companies like Google, Atos, IBM,
Microsoft, Alibaba, Intel are also
developing quantum hardware and
software (Wallden, 2019). Quantum
computers are devices that exploit
quantum phenomena. They are capable of
delivering greater computational power
than classical computers. Quantum
technologies already exists. For example:
with very low rates of error, Google’s
quantum processor “Bristlecone” has a
record of 72 qubits and is expected to be
larger in size than what the best classical
supercomputer can simulate (Physics,
2020). Extremely serious impact may
happen to cyber security due to the
development of the large fault tolerant
quantum computers. Widely used
protocols like RSA, ECDSA and DSA use
problems like discrete log and factoring to
ensure their hardness of security, can
easily be solved by a fault tolerant,
sufficiently large and universal quantum
computer (Shor, 1997). (Wallden, 2019)
said, “quantum cyber security is the field

that studies all aspects affecting the
security and privacy of communications
and computations caused but the
development of quantum technologies”. It
seems like negative impacts can be
brought to cyber security by quantum
computers, but positive impacts will also
happen if quantum technologies are used
by honest parties.
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It is assumed that cyber security in
quantum computing era will be vulnerable
if it continues to follow the current
factoring and discrete log method. Studies
were made to define the vulnerabilities
and come up with potential solutions. Data
were collected from secondary sources.
Searched for sources on Flinders University
online library, Science Direct and Google
Scholar. The content analysis method was
used in the study.

Nafis

Quantum Computing Era in Perspective of
Cyber Security

Cyber Security and Quantum Computer

encrypted data today use the method of
factorizing to secure themselves. Which
means if a computer powerful enough to
factorize large numbers in a short time, the
current method of cryptography leaves our
cyber world vulnerable. On the other hand,
multiple studies have found evidence that
because of the special characteristic of
qubits, large fault tolerant quantum
computers will be able to easily factorize
these big numbers in a very short time and
break the encryption (Jean-Philippe, 2017;
Marie, 2000; Andy et. al., 2015).

What is quantum computer?
Quantum computers are different than
classical computers because they operate
using qubits. According to (Benenti et. al.,
2004; Le Bellac, 2006), classical computers
use bits which can exist in a single state
either 1 or 0 at a time. On the other hand,
qubits stay in a vector space where they
can be both 1 and 0 at a time. This is called
superposition (Groom et.al., 2018).
Because of this special feature of qubits or
quantum bits, quantum computers are
capable of solve larger number of
mathematical problems than classical
computers in a short period of time.

Which means every encrypted data today
are secured by using the method of
factorizing.

However, (Fehr, 2010) shows in his
research that cryptography schemes of
quantum cryptography guarantee the
security solely because of the laws of
nature. The paper showed how the
traditional application of quantum
cryptography, quantum key distribution
(QKD) will secure our cyber space. QKD
requires 2 parties and it transmits data
among them by photons that are polarized
and vibrating in four different directions,
where the receiver uses polarized
detectors for each photon one at a time. 1st
party informs the 2nd party of the type of
detectors to be used. The detectors
translate the photons into bits. If an eaves
dropper tries to intercept the photons with
the wrong detectors, the message will be
damaged (Djordjevic, 2019). There has
been a successful secure quantum
communication at a distance of 200 km
using fibre-optic link (Tang, 2014). Though
it is a potential security solution against the
future quantum computing technology,
QKD can be disrupted by factors like
sunlight. To implement this solution, our
whole internet system needs to be rebuilt.

How are quantum computers threat to
current method of cyber security?
Cryptography is essential to many models
of cyber security (Cyber Security, 2020).
(Grimes, 2020) in his research, showed that

Conclusion
Quantum computers use qubits where
classical computers use bits. Qubits can be
1 and 0 at a time, this unprecedented

What is the method of current
cryptography?
The process of converting data into
unreadable text to secure it from third
party intervention and safely send to the
intended second party is called
cryptography. Cryptography not only saves
the data from intervention, it is also
important for user authentication
(Economic Times, 2020). According to
(Grimes, 2020), two large prime numbers
(A and B) are used by today’s most popular
cryptographic solutions, the result of
which is much larger number (C). It is hard
for the classic computers to factorize large
prime numbers. Even if someone knew the
value of a large number C, they would have
hard time finding the number A and B.
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natural phenomenon gives quantum
computers lot more power than classical
computers. As a result, our current cyber
security system is in threat. To mitigate the
threat, scientists have come up with new
solutions like quantum key distribution
(QKD) which uses the same quantum
mechanics as quantum computers. This
method of quantum cryptography is also
vulnerable to several aspects like bright
light and others. To mitigate vulnerability
and increase its efficiency, further research
is needed.
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