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Abstract— Cyber attacks are the main focus highlighted in 

all countries globally, both private and public sectors. It is 

undeniable that every private and public sector has a significant 

role in the digital world and cybersecurity. It is a reason for 

every country to improve and develop everything in cyber 

technology behind defense or attack. One of the solutions 

offered is to build a platform that can be used to share 

information to improve a coordinated and structured 

cybersecurity defense strategy. Data information, a list of 

attacks and threats can help stakeholders in each sector identify 

threats, attacks, and incidents in the cyber world. Therefore, 

this research will develop a web-based Information Sharing and 

Analysis Center (ISAC) platform to collect information and 

view a list of attacks and threats in the cyber world. The list of 

attacks and threats will be obtained through the Malware 

Information Sharing Platform (MISP). A two-factor 

authentication method will be implemented on the login form in 

the development of the ISAC platform. Two-factor 

authentication is a method used to secure user data from 

attackers. The research method used in building this platform is 

Design Research Methodology (DRM) with a prototyping 

development method. The results of this study obtained an ISAC 

portal that can be used to share information and display a list of 

threats and attacks received from the MISP platform. 

Keywords— cyber attacks, cybersecurity, cyber threats, 

information-sharing 

I. INTRODUCTION 

The development of technology in the world is directly 
proportional to the increase in cyber-attacks [1]. These cyber-
attacks can attack various sectors, both private and public 
sectors. For example, in Indonesia, based on data from the 
National Cybersecurity Operations Center in April 2020, there 
were 19,490,701 cyber-attacks [2]. When compared with the 
previous year, the number of these attacks increased by 
approximately six times. It can be seen that in April 2019, 
there were 3,483,438 cyber-attacks [2]. Meanwhile, in May 
2020, there were 16,503,193 cyber-attacks [2]. Although 
cyberattacks from April to May 2020 can have decreased, 
there may be more and more dangerous cyber attacks in the 
future. 

It is one of the reasons why we encourage every country 
to invest more in cyber technology for defense or attack [1]. 
Therefore, it is necessary to carry out countermeasures to 
avoid these threats. The solution to overcome this is to 
improve a coordinated and structured cybersecurity defense 
strategy by sharing or sharing information about cybersecurity 
[1]. The information in question is in cyber threats, attacks, 
countermeasures, attack analysis, and others [1]. This 
information-sharing activity can benefit the private and public 
sectors as the most significant concept for overcoming and 

overcoming cyber-attacks that affect economic development 
[1]. Every private and public sector is related to the digital 
world and cybersecurity [3]. Information sharing is one thing 
that becomes the basis for use as countermeasures [3] to build 
security success in the digital and cyber world in the public 
and private sectors. One way to do information sharing is to 
create an ISAC system. The Information Sharing and Analysis 
Center (ISAC) is a non-profit organization that provides 
services to collect information on cyber threats (especially in 
critical infrastructure) which can later be used for information 
sharing between the public and private sectors [4]. 

In ISAC, three strategies can strengthen cybersecurity, 
including improving and clarifying functional relationships in 
government, adequate information sharing processes and 
implementing integration functions, and analysis in deciding 
cybersecurity planning in critical infrastructure sectors [5]. In 
Indonesia, ISAC development is one of the priority activities 
for strengthening cyber resilience and security in Presidential 
Decree number 61 of 2019 concerning the government’s 2020 
work plan. Thus, this is in line with the task of XYZ 
organizational tasks to carry out the preparation, coordination, 
implementation, control, evaluation, and reporting of 
technical policies in the field of information security strategy 
and governance, classified information protection, counter 
activities. Sensing, information security audits, and 
measurement of information security governance of nationally 
critical information infrastructure sectors of energy and 
mineral resources, defense and strategic industries, and 
agriculture [6]. Five crucial points must be considered in 
ISAC: strategy, technology, resources, human resources, 
management, and economics [3]. Several things must be 
regarded, one of which is developing a platform for 
information sharing [3]. Therefore, this research will develop 
a web-based ISAC platform to collect information and view a 
list of attacks and threats in the cyber world. The information 
data, list of attacks, and threats can be used to assist 
stakeholders in each sector in identifying, assessing, 
observing, and determining steps in dealing with cyber threats 
[7]. 

The list of attacks and threats will be obtained through the 
Malware Information Sharing Platform (MISP) [7]. This study 
aims the develop a secure ISAC platform by implementing 
two-factor authentication. A two-factor authentication method 
will be implemented on the login form. Two-factor 
authentication is a method used to secure user data from 
attackers [8]. This method is applied to the login form to 
protect the user’s username and password before entering the 
system [9]. This research uses the Design Research 
Methodology (DRM) research method with a prototyping 
development method. Based on research conducted by A. Pala 



and J. Zhuang explained the benefits of ISAC, one of which is 
to provide knowledge about threats and attacks in the cyber 
world. This study discusses the implementation of threat and 
attack data integration taken from the MISP platform [10]. 

II. RELATED WORKS 

Solange Ghernaouti, Léonore Cellier, and Bastien Wanner 
were analyzing the needs and constraints on information 
sharing to produce cyber security and resilience [3]. Their 
study recommends the development of a platform for 
Information Sharing and Analysis. The things needed in the 
development of the ISAC platform are defining the type of 
information to be shared, defining the IT infrastructure 
requirements needed on the ISAC platform, and defining how 
the information is collected, stored, processed, served, 
returned, and secured [3]. 

McCarthy et al. [5] discussed what must be in ISAC, 
including [5]: 

 Provide an effective forum for sharing information in 
specific sectors with other organizations or 
governments. 

 Provide analysis of relevant threats, vulnerabilities, 
and incidents. 

 Provides features to share threat alerts, threat 
assessments, and threat notifications with ISAC 
members. 

 Provide a quick response in an emergency effectively 
by communicating and coordinating among ISAC 
members. 

Based on the four points above, ISAC can function as a 
platform to communicate cybersecurity in each sector and 
support information sharing activities between ISAC 
members and the government and the National Critical 
Infrastructure (IKN) sector [5]. This study also discusses the 
scope used for establishing and operating ISAC, namely key 
services, vulnerability, and threat analysis, incident response, 
risk assessment, cyber security training, and cyber security 
working groups. Key services contain the types of 
vulnerabilities and incidents that can be used for information 
sharing, the use of information-sharing protocols, the level of 
threat and vulnerability, and the level of warning indicators 
[5]. There are five general elements to form an ISAC: the 
director, the funding model, the collection and distribution of 
information, the Security Operations Center and the platform 
used, and the mechanisms used to ensure that the information 
is received by the rightful and interested people [5]. 

III. METHODOLOGY 

In this research, we used Design Research Methodology 
(DRM). DRM is one of the research methods used to make 
research designs more effective and efficient [11]. This 
research uses application development with an SDLC 
prototyping approach. The application development stages 
will be included in the DRM process [12]. 

A. Research Clarification 

At this stage, several requirements and indications are 
collected that support the formulation of the problem and 
research objectives—in addition, looking for factors related to 
the factors that affect the classification of tasks and research 
success. There are key factors and success criteria determined 

to create an initial reference model. Key factors are factors that 
are useful for explaining the problems that will be the subject 
of research. The success criteria is a criterion for achieving the 
success of the program or research conducted. Preliminary 
key factor. Preliminary success criteria that were successfully 
determined were platform information sharing, preliminary 
measurable criteria were a threat and attack data displayed, 
and preliminary success criteria were building an effective 
ISAC platform. 

B. Descriptive Study I (DS-I) 

At this stage, the researcher strengthens the key factors and 
success criteria that have been determined in the previous step 
by reading some other literature and conducting interviews 
with interested parties. After maintaining the key factors and 
success criteria, the next step is to update the initial impact 
model by adding factors that affect the key factors or success 
criteria. Figure 1 shows the success criteria for developing an 
effective ISAC platform, the measurable criteria is the threat 
and attack data displayed, and the key factor is the 
information-sharing platform. 

 

Fig. 1. Reference Model 

C. Prescriptive Study 

At this stage, the desired situation description 
identification is carried out based on the researcher’s 
understanding. This description contains how to solve one or 
more problems to get the desired result and is developed. After 
that, the researcher clarified the task and conceptual design, 
later producing a software concept to support the research 
problem. The researcher defined the task based on the factors 
determined at the DS-I stage and from the well-developed 
description. After that, the researcher implemented the results 
of the formulation of the problem. Table I shows the stages of 
system design and development. 

TABLE I.  FUNCTIONAL REQUIREMENTS 

Stages Input Process Output 

1. Planning - 1. Study the 

system 

overview.  

2. Make a 

work plan. 

 

1. Work plan. 

2. Schematic 

of the system 

built. 



Stages Input Process Output 

2. Analysis 1. Work 

plan. 

2. 

Schematic 

of the 

system 

built. 

1. Observing 

similar 

systems. 

2. Conducting 

interviews. 

1. Functional 

Needs. 

2. Non-

functional 

requirements. 

3. Design 1. 

Functional 

Needs 

2. Non-

functional 

requireme

nts 

Create 

application 

designs using 

use case 

diagrams, 

activity 

diagrams, and 

sequence 

diagrams 

using 

Enterprise 

Architect. 

1. Use case 

diagrams 

2. Activity 

diagrams. 

3. Sequence 

diagrams. 

1. Impleme

ntation I 

1. Use 

case 

diagrams 

2. Activity 

diagrams. 

3. 

Sequence 

diagrams. 

1. Build the 

system using 

the Django 

framework 

and Visual 

Studio. 

2. Perform 

application 

testing. 

1. Prototype 

design. 

2. Test 

analysis 

results. 

2. Impleme

ntation II 

1. 

Prototype 

design. 

2. Test 

analysis 

results. 

1. Build the 

final system. 

2. Perform 

application 

testing. 

Final 

application 

 

D. Descriptive Study II (DS-II) 

This stage is carried out to determine whether the 

implemented system has been efficient and effective 

following the criteria previously defined in the DS-I step. At 

this stage, the final testing and evaluation of the system that 

has been developed will be carried out. The final testing 

process at this stage will be carried out using the black box 

testing method. In this study, the TOTP function is used, 

which is a feature of the Django framework. The algorithm 

used in the TOTP function in Django is the HMAC-based 

One-Time Password (HOTP) algorithm. The HOTP algorithm 

stores two pieces of information, including the secret key and 

the counter. The secret key stores the token and server used to 

validate the sent OTP code [13]. At the same time, the counter 

is used as an OTP counter to be validated. HOTP uses the 

SHA-1 hash function, which produces a 160-bit value which 

is then reduced to 6 or 8 decimal digits [13]. The token will 

display the result of the decimal digit. In the TOTP function 

in Django, the counter used in the HOTP algorithm is time or 

commonly called timestep. Timesteps are usually 30 to 60 

seconds long [13]. Based on this information, each OTP sent 

can be valid if it is by the timestep [13]. Django itself also has 

an SSL/HTTPS feature that can be used to build a more secure 

system. This feature can be enabled by setting 

SECURE_SSL_REDIRECT to True, so the HTTP feature 

changes to HTTPS [14]. 

IV. DESIGN AND IMPLEMENTATION 

A. Planning and Analysis 

The planning stage is carried out by conducting literature 

studies. The Information Sharing and Analysis Center 

(ISAC) system is a web-based system developed to make it 

easier to access it from various electronic devices. In general, 

this ISAC system was created to make it easier for users to 

share and obtain information related to threats, attacks, and 

news within the scope of cybersecurity. Informing this ISAC 

system prototype, the design method includes an overview of 

the system created, analysis of functional and non-functional 

requirements, system design, and implementation of the 

ISAC system prototype. 

Functional requirements are requirements related to a 

process in the system that must be met. Functional 

requirements are obtained from benchmarking results on 

ENISA’s ISAC products, which then obtains the minimum 

features in the ISAC product. The data displayed is retrieved 

from the MISP platform. Malware Information Sharing 

Platform (MISP) is a platform that contains a list of open-

source threats and attacks that can be used by any 

organization to identify, assess, control, and respond to cyber 

threats [7]. MISP is an open-source platform that can be used 

by an organization to store, manage, visualize, and as a means 

of sharing knowledge about cyber security threats [15]. The 

primary purpose of the MISP platform is to provide a 

database of knowledge about cyber threats and cyber 

operations [15]. MISP is used to display technical 

information (such as TTP and observations) and non-

technical information (such as attribution, victimology, etc.) 

[15]. MISP data retrieval can be done by integrating with the 

Application Programming Interface (API). The information 

data can be modified automatically by the user to produce an 

attractive data visualization according to the user’s needs 

[15]. The API integration process on MISP can be done with 

the PyMISP library in the Django framework [15]. After that, 

a literature study was conducted on the existing aspects. A list 

of functional requirements was obtained, which is shown in 

Table II. and non-functional requirements in Table III. 

TABLE II.  FUNCTIONAL REQUIREMENTS 

ID Functional Requirements 

1 The ISAC platform will provide a page that lists 

threats that occur within the scope of 

cybersecurity. 

2 The ISAC platform will provide a page of attacks 

that occur within the scope of cybersecurity. 

3 The ISAC platform will provide two-factor 

authentication on the login form. 

 

Table III shows the non-functional requirements of the 

ISAC platform. One of them is using two-factor 

authentication to avoid brute-force attacks, and security tests 

are carried out using OWASP ZAP [16]. 



TABLE III.  NON-FUNCTIONAL REQUIREMENTS 

ID Non-Fungsional Requirements 

1 
The application can run well on Mozilla Firefox 

and Google Chrome. 

2 
The applications use of Two-Factor 

Authentication to prevent brute-force attacks. 

B. Design 

 The design stage is carried out based on the functional 
needs analysis that has been carried out. The steps taken are 
the same as in the prescriptive study. There are three diagrams, 
namely use case diagrams, activity diagrams, and sequence 
diagrams. The following is a use case diagram shown in 
Figure 2. 

 

Fig. 2. Use Case Diagram 

Based on Figure 3, the user can see the list of threats, and 
the system will fetch data from the MISP server using API. 
Next, the system displays a list of threats, and users can view 
information from the threat data. 

 

Fig. 3. Activity Diagram of Threat List 

Figure 4 describes the relationship between the user and 

the boundaries of the home page, the threat list page, the 

MISP server, and the process of storing the MISP database 

entity. 

 
Fig. 4. Sequence Diagram of Threat List 

Figure 5 shows a system overview of the ISAC portal. 

Based on Figure 5, the ISAC system is run using the Django 

webserver, SQLite database, and data integration using the 

API from the MISP server. Users can access the ISAC system 

using a web browser. 

 

Fig. 5. Deployment Diagram 

C. Implementation (Application I) 

Figure 6 is a display of the threat list page. On this page, 

a list of threats will be provided, which will display a 

description of the threat when clicked by the user. The threat 

in question is a threat that has the possibility of occurring in 

cybersecurity. The threat list can only be accessed by the user 

when they have logged in to the system. 

 
Fig. 6. Threat List Page 



Figure 7 is a page view of the attack list from the ISAC 

system. This page contains a list of attacks that the user can 

access. When clicked, it will display a description page of the 

attacks that were accessed. The data displayed is the same as 

in the threat list, using the API on the MISP platform. 

 
Fig. 7. Attack List Page 

Figure 8 shows a two-factor authentication page. The two-

factor authentication page is used when the user performs 

verification when logging in to the system. The OTP code 

obtained by the user via email can be entered in the OTP code 

column. After the user presses the submit button, the system 

will verify whether the code entered is correct. If appropriate, 

the system will display the home page. 

 

Fig. 8. Two-Factor Authentication Page 

V. TESTING 

Testing is carried out using the black-box testing method, 

which focuses on functional requirements by the software use 

case and security testing. Table IV shows an example of the 

test results of three successful features. 

TABLE IV.  ASPECTS OF BLACK-BOX TESTING 

N

o 

Field Testing 

Scenario 

Expected 

results 

Test 

result 

Inform

ation 

1 Field 

email 

(login 

& 

regist

ration 

form) 

Doing 

input with 

the valid 

email 

format 

Display 

the home 

page or 

main page 

as 

expecte

d 

succeed 

Doing 

input with 

an invalid 

email 

format 

Showing a 

pop-up 

“Invalid 

email.” 

as 

expecte

d 

succeed  

2 Field 

pass

word 

Doing 

input with 

the valid 

password  

Display 

the home 

page or 

main page 

as 

expecte

d 

Succeed 

N

o 

Field Testing 

Scenario 

Expected 

results 

Test 

result 

Inform

ation 

(login

) 

  

Doing 

input with 

the 

invalid 

password  

Showing a 

pop-up 

“invalid 

password.

” 

as 

expecte

d 

Succeed 

3 Com

plaint 

field 

Perform 

input in 

the form 

of a 

combinati

on of 

letters, 

numbers, 

and 

symbols. 

Showing a 

pop-up 

“error 

complaint.

” 

as 

expecte

d 

Succeed 

Input 

document

s in .pdf, 

.doc and 

.docx 

formats. 

Showing a 

pop-up 

“complain

t sent” 

as 

expecte

d 

Succeed 

 

Security testing is carried out using OWASP ZAP 

tools by checking the entire system. Based on the manual 

issued by the OWASP Foundation, it is explained that multi-

factor authentication can be used to avoid brute-force attacks 

[16]. The following are the results of scanning using the 

OWASP ZAP tools shown in Figure 9. There are a total of 

four vulnerabilities with details of two low vulnerabilities and 

two informational vulnerabilities. Two low vulnerabilities 

include Cross-Site Request Forgery (CSRF) and Cross-Site 

Scripting (XSS). In this test, we found Cross-Site Request 

Forgery (CSRF) twice on the news and home pages. This can 

be prevented by ensuring that the library or framework used 

does not have the vulnerabilities that cause these 

vulnerabilities to appear [17]. Cross-Site Scripting (XSS) 

occurs on news pages; to overcome this vulnerability 

countermeasures can be made by setting the response header 

from X-XSS-Protection HTTP to ‘1’ [17]. Two informational 

exposures consist of Information Disclosure – Suspicious 

Comments and Timestamp Disclosure. Information 

Disclosure Vulnerability – Suspicious Comments can be 

avoided by removing all comments that might help attackers 

access the system [17]. Timestamp disclosure vulnerabilities 

can be avoided by manually confirming that the data is not 

sensitive so that the data cannot be used to display exploitable 

patterns [17]. Based on the test results, several vulnerabilities 

still appear, but no exposures can trigger brute-force attacks. 

 



 
Fig. 9. OWASP ZAP Scan Results 

VI. CONCLUSION 

The MISP platform integration has been successfully 

carried out, and data from the platform can be displayed by 

integrating the website with the MISP API. Server running on 

the Ubuntu 20.04 LTS Virtual Machine. The implementation 

of two-factor authentication using OTP sent via email and the 

TOTP function, a two-factor authentication feature of the 

Django framework, was successfully carried out. The results 

of the security testing test have four vulnerabilities that have 

information, two of which are low, and the other two are 

informational. Based on the security testing, the 

implementation of two-factor authentication can be said to be 

successful. In future research, integration with the OpenCTI 

platform can be carried out so that it can display threat and 

attack data in real-time. The information-sharing feature still 

uses a simple data-sharing scheme for further research. It can 

be developed using the STIX/TAXII format. Add user 

grouping according to public sector and private sector. 
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