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ABSTRACT 

Internet has become a useful part of our regular day to day life. 

The Web browsing is the main internet service. Many people use 

browser to perform various activities like online shopping, online 

bill payment, online mobile recharge, banking transaction .Due to 

wide use of this service’s customer face various security threats 

like cybercrime. Phishing is a form of web threat, Web Phishing 

lures the user to interact with the fake website. The main objective 

of this attack is to steal the sensitive information from the user. 

This review paper contend several Type of phishing website, 

some of phishing Detection methods and Technology used in this 

Detection methods, also describe Data set Types and used to 

develop anti-phishing model and Evaluation it. 
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1. INTRODUCTION 
Phishing is a criminal mechanism employing both social 

engineering and technical tricks to steal consumers’ personal 

identity data and financial account such as credentials, username, 

password and account numbers [1]. Typically phishing attack 

exploits the social engineering to lure the victim through sending 

a spoofed link by redirecting the victim to a fake web page. The 

fake webpage is created similar to the legitimate webpage[2]. 

Thus, rather than directing the victim request to the real web 

server, it will be directed to the attacker server. Phishing costs 

Internet users billions of dollars per year and the current solutions 

of antivirus, firewall and designated software do not fully prevent 

the web spoofing attack. The implementation of Secure Socket 

Layer (SSL) and digital certificate also does not protect the web 

user against such attack 

2. Type of phishing: 
The author's in [3-5] explain various types of phishing attack as 

following: 

1. Website phishing attack: Website phishing typically 

begins by creating website that imitates legitimate website 

due to the internet users believes on appearance of the 

website for its identification. 

2. Email phishing attack: Attacker sends email to users 

about the need to verify account information, system failure 

requiring users to re-enter their information, fictitious 

account charges, undesirable account changes, new free 

services requiring quick action and many other scams are 

sent to large number of people. 

3. Web Trojans: This attacks pop ups invisibly when users 

are attempt to login in for trusted website. Attacker collects 

the user’s credentials locally and transmits them to the 

phishers. 

4. Content-injection phishing: attack, attacker replaces part 

of content of a legitimate site with fake content designed to 

misdirect to user into giving up their personal information 

to attacker. 

These types of phishing attack done in deferent form[6, 7]: 

 Creating fake URL: Attackers usually try to make 

(URL) of phishing sites look similar to legitimate sites 

to misguide internet users. 

 Misspelled URLs: attackers make more spelling 

mistake if user are not careful, they will think that they 

are on “apple” site. 

 Creating anchor text: it is Similar to the URL feature, 

but here the links within the webpage may point to a 

domain different from the domain which is typed in the 

URL address bar. 

 Fake SSL lock: Now a day it is cheap and easy enough 

for the attacker to obtain SSL certificates for their 

malicious sites, therefore users lose one of the methods 

for identifying trusted sites from phishing targets. 

 URL manipulating using java script: The attacker 

will insert a string to be used in the webpage and treated 

by the user’s browser as code and when the browser 

loads the page, the malicious script executes without the 

user even knowing that such an attack has taken place. 

3. The phishing Detection methods: 
From a technical point of view, the  following categories 

explain various anti phishing solutions[8, 9]. 

1. Blacklist method: This is most commonly used 

approach in which list of phishing URL is stored in 

database and then if URL is found in database. It’s easy 

and faster to implement. The update of list is necessary 

to counter new attack. 

2. Heuristic based method: it is extension of blacklist 

and able to detect new attack as use features extracted 

from phishing site to detect phishing attack. But 

limitation is cannot detect all new attack and easies to 

bypass once attacker know algorithm or features used. 

3. Visual similarity: This approach deceive user by 

extracting image of legitimate site. But limitation of 



this is image comparison takes more time as well as 

more space to store image. 

4. URL based method: it is Lexical feature Lexical features are 

the textual properties of the URL itself, not the content of the 

page it points to. 

a.  The features of the URL  

A. The authors in [10, 11] explain some features related to 

URL based method.  

i. Using the IP Address: If an IP address is used as an 

alternative of the domain name in the URL Rule: IF The 

Domain Part has an IP  

Address → Phishing  

Otherwise→ Legitimate 

ii. Long URL to Hide the Suspicious Part: Phishers can use 

long URL to hide the doubtful part in the address bar. Rule: 

IF URL length is ≤ 75 → legitimate 

Otherwise  → Phishing. 

iii. Adding Prefix or Suffix Separated by (-) to the Domain: 

The dash symbol is rarely used in legitimate URLs 

Rule: IF Domain Name Part Includes (-) Symbol → 

Phishing  

Otherwise → Legitimate 

iv. Submitting Information to Email: To that end, a server-

side script language might be used such as “mail()” function 

in PHP 

Rule: IF Using ""mail()\" or \"mailto:\" Function to Submit 

User Information" → Phishing  

Otherwise  → Legitimate 

v. Using Pop-up Window: personal information was asked to 

be filled in through these pop-up windows. 

Rule: IF Popup Window Contains Text  Fields→ Phishing   

Otherwise → Legitimate 

The authors in [11] used some additional Features for URL 

based method  

i. Number of Dots & Slashes: If {No. of Dots >= 5 →  

feature = Phishy  

Otherwise → feature = Legitimate 

if {No. of Slashes >= 5 →  feature = Phishy   

Otherwise → feature = Legitimate 

ii. Having @ symbol: If {URL having @ symbol →  feature 

= True       

Otherwise →  feature = False 

iii. Special Character: IF a URL contains any of this 

characters such as dash (-), underscore (_), comma (,), and 

semicolon (;) will be phishy. 

iv. HTTP & SSL check: For the security impression of 

trustworthy and authorized websites use SSL certification 

secured encryption transaction (https ://). Generally 

legitimate websites transfer their confidential information 

using https: // protocol over internet. Since it is found that 

even phishy websites use the https://, we further need to 

check for the trusted issuer and the SSL certificate age.  If 

{Use http is trusted age >= 2 years → feature =low 

Using http and issuer is not trusted  → feature = Moderate 

Otherwise  → feature = High 

v. Request URL: Generally the page content such as video, 

audio, images etc. are loaded from within the Domain as in 

address bar. We have to check for the presence of domain 

in the URL in <Src =>. 

If {Request URL % < 20% → feature = Legitimate  

Request URL %> = 20% &< 50% → feature = Suspicious  

Otherwise → feature = phishy 

vi. Google Page Rank: If {Googlepage rank> 5 → feature = 

Legitimate       Googlepage rank> = 3 &<5 →  feature = 

Suspicious    

Googlepage rank< 3 → feature = phishy 

vii. Age of Domain: If {Age of Domain >= 2 years → feature 

= Legitimate  

Age of Domain> = 1 &< 2  → feature = Suspicious  

Otherwise  →  feature = Phishy 

B. The authors in [12] add Content based approach: 

This approach detects fake website by inspecting the 

similarity between legitimate and fake website. The 

similarity between two website is calculated based on the 

similarity of web page content 

C. The authors in [13]add new feature for URL based method  

i. Host based analysis: Host-based features explain “where” 

phishing sites are hosted, “who” they are managed by, and 

“how” they are administered. Phishing Web sites may be 

hosted in less reputable hosting centers, on machines that 

are not usual Web hosts, or through not so reputable 

registrars. 

ii. WHOIS properties: gives details about the date of 

registration, update and expiry, who is the registrar and the 

registrant. 

iii. Geographic properties: give details about the 

continent/country/city to which the IP address belongs. 

iv. Blacklist membership: are precompiled lists or databases 

that contain IP addresses, domain names or URLs of 

malicious sites the web users should avoid. Blacklists: is a 

low overhead operation and inexpensive. The Limitations 

is can’t detect new phishing website and you must update 

the list.   

o DNS-Based Blacklists: Users submit a query representing 

the IP address or the domain name in question to the 

blacklist provider’s special DNS server. 

o Browser Toolbars: Browser toolbars provide a client side 

defense for users. Before a user visits a site, the toolbar 

intercepts the URL from the address bar and cross 

references a URL blacklist. 



o Network Appliances: Dedicated network hardware is 

another popular option for deploying blacklists. These 

appliances serve as proxies between user machines within 

an enterprise network and the rest of the Internet. 

v. Page/Popularity Based Property: Various popularity 

features are as follows: 

o PageRank: It is one of the methods Google uses to 

determine a page's relevance or importance. The 

maximum PR of all pages on the web changes every 

month when Google does its re-indexing. 

o Traffic Rank details: ranks various websites according to 

the Internet traffic based. 

D. The authors in [14] explain two additional features :  

i. Feature Set Requirements:  

a. Generalizability: Accumulating ground truth phishing 

and legitimate data is challenging. Phishing websites have 

very short lifetimes [10] and can display different content 

depending on a browser’s user-agent or user’s geographic 

location. 

b. Adaptability: Several automated classification techniques 

rely on a static set of features learned from a training set 

such as the bag-of-words model or “term frequency-

inverse document frequency” (TF-IDF) computation. 

c. Usability: It is desirable that features are computable on 

an end user system without relying on online access to 

centralized servers or proprietary data (e.g. Google 

PageRank). 

d. Computational Efficiency: Features must be quickly 

computable to allow integration with real time detection 

systems that do not impact users’ web surfing experience. 

ii. Computing Features: 

a. URL: First we define nine statistical features related to the 

lexical composition of URLs. 

b. Term usage consistency: The second set of features (f2) 

captures the consistency of term usage between different 

types (controlled vs. uncontrolled; constrained vs. 

unconstrained) of data sources in the page. 

c. Usage of starting and landing mld: Legitimate websites 

are likely to register a domain name reflecting the brand 

or the service they represent. However, phishers often use 

domain names having no relation with their target. 

d. RDN usage: We define 13 features (f4) related to RDN 

usage consistency. 

e. Webpage content: Finally, five features (f5) count the 

number of terms in the text and the title (2), and the 

number of input fields, images and IFrames (3) in the 

page. 

E. The authors in [15] also add new Feature 

i. Original Feature: There are some features in the 

phishing URL, such as special characters. We definite 

these features in URL as an original feature as follows: 

a. There are special characters in URL, such as @, 

Unicode, and so on. Those special characters are not 

allowed in a normal URL. 

b. There are too many dots or less than four dots in normal 

URL. 

c. The age of the domain is too short. For example, the age 

of the normal domain is more than 3 months. 

ii. Interaction Feature: There are some features in graph 

𝐺=   (𝑉,),such as access frequency  

a. In-degree of 𝑈𝑅𝐿 node from 𝑅𝐸𝐹 is very small. In 

general, the normal websites do not link to phishing 

sites. The phishing sites are directly accessed. 

b. Out-degree of 𝑈𝑅𝐿 node is very small. In order to get 

personal private information, the phishing sites are 

usually terminal websites and do not link to the other 

sites. 

c. The frequency of 𝑈𝑅𝐿 from 𝐴𝐷 is one. In general, one 

user accesses the phishing site only one time and the 

user cannot access the phishing site more than one time. 

d. When 𝐴𝐷 accesses 𝑈𝑅𝐿, user browser type 𝑈𝐴 is not 

the main browser. Well-known browser vendors often 

have a built-in filtering phishing site plug-in. A user 

who uses unknown browsers is more likely to access the 

phishing sites. 

e. There is no cookie in user. The phishing site does not 

leave its cookie in user. 

4. Technology used in phishing Detection 

methods: 
 

The authors in [13, 16-20] explains various technologies for 

website phishing detection: 

1. Based on genetic algorithm 

i. Phase 1 Feature Extraction: In this phase 10 features are 

extracted in their paper. 

ii. Phase 2 Pre-processing: During this phase the value of 

each feature is classified into Phishing, legitimate or 

suspicious class. 

iii. Phase 3 Weight adjustment: The aim of the weight 

adjustment is to find the best weights that can classify 

the website accurately and genetic algorithm is used for 

weight adjustment. 

iv. Phase 4 Results: In this phase best weights derived in 

third phase are used to calculate the fitness of the URLs 

in data set and classified into legitimate or phishy by 

comparing the fitness with the threshold value. 

2. Based on associative classification data mining 

i. When the end user clicks on a link within an email or 

browses the internet 

ii. User will be directed to a website that could be original 

or fake. Therefore this website is basically the test data. 

iii. A script which is written in PHP is embedded within the 

browser and starts processing to extract the features of the 

test data and saves them in a data structure. 



iv. Then the intelligent model will be active within the 

browser to predict the type of the website based on rules 

learnt from previous websites and the rules of the 

classifier are utilized to predict the type of the test data 

based on features similarity. 

v. When the browsed website is identified as original, no 

action will be taken. But, when the website turned to be 

fake, then user will be warned by the intelligent method 

that he is under risk. 

3. Intelligent Phishing website detection and categorization 

model 

i. Feature extractor: used to extract the terms from the 

webpages and then converts the terms to a group of 32-

bit global IDs as the feature of the data collection after 

that, for training samples these integer vectors are 

transformed into term frequency features and collected in 

the database. 

ii. Classifier training module: ten heterogeneous 

classifiers are built based on the characteristic of different 

features. 

iii. Ensemble classification module: Ensemble 

classification method is used to combine all the prediction 

results from heterogeneous classifiers. 

iv. Cluster training module: Hierarchical clustering 

algorithm is applied on the term frequency vectors with 

the TF-IDF weighting scheme. 

4. Based on heuristics anti-phishing detection 

i. Domain check module: This module will compare the 

domain name which user is trying to navigate by, with the 

domain names that are stored by user’s browser. If they 

have certain similarity then system will give warning to 

user. 

ii. URL check module: This module includes three steps, 

step_1 Check whether the URL that will be navigated to 

contains suspicious username; step_2. Check whether the 

host name or domain name in the URL didn’t been 

hidden. Step_3. Check the page which will being 

navigated to request from a standard port. 

iii. Email check module: This module checks whether the 

directed links link to email address, whether the current 

email domain name is empty also whether an email 

domain name is from a known website. 

iv. Password check module: This module checks whether 

current page contains fields such as „password‟ or “pass‟ 

or “pwd‟, if the page contains these fields and the fields 

hasn’t been encrypted the system will give a warning to 

user. 

v. Link check module: This module checks whether current 

pages contains suspicious links and suspicious link refers 

to a link which triggered a warning when it was passing 

domain check and URL check. 

vi. Image check module: This module will compare images 

in current page with images from pages which are 

accessed before and compute their hash values. If an 

image in current page is having same value from one 

image accessed before, the system will give a warning. 

5. Based on Neuro-Fuzzy algorithm  

 In this study, five inputs which are five tables where 

features are extracted and stored for reference and these 

includes: Legitimate Cluster training module: 

Hierarchical clustering algorithm is applied on the term 

frequency vectors with the TF-IDF weighting scheme. 

6. Based on heuristics anti-phishing detection 

Domain check module: This module will compare the domain 

name which user is trying to navigate by, with the domain 

names that are stored by user’s browser. If they site rules: 

legitimate site rule is a summary of law which covers 

phishing laws, User behavior profile: It is list of people’s 

behavior when interacting with legitimate and phishing 

website and Phish tank: it is a free community website 

operated by open domain names where suspicious websites 

are verified and voted as phished by the community experts 

or user specific side. Among the five inputs, 288 features are 

extracted which are used as training and testing input data into 

the Neuro-Fuzzy system for generating Fuzzy IF…THEN 

rules, and for discriminate between phishing, suspicious and 

legitimate websites. 

7. Based on SVM classifier 

Support vector machine is supervised machine learning 

algorithm which can be used for classification and regression. 

In this study first a given webpage is parsed into a DOM 

(Document Object Model) tree to allow easier processing for 

further step. DOM which is a World Wide Web Consortium 

(W3C) standard is a platform and language neutral interface 

that will allow programs and scripts to dynamically access 

and update the content, structure and style of document. 

Therefore after the DOM tree is constructed they will check 

whether a page contains any text inputs, since a fake page 

always requires users to input credentials. 

8. Machine learning algorithms: 

In this study the Comma Separated Values (CSV) file format 

was used. The input file to the WEKA was obtained by a 

MATLAB program by appending ‘YES’ in place of decision 

vector ‘1’ (phish) and ‘NO’ in place of decision vector ‘0’ 

(benign) of the dataset generated by MATLAB from input 

URL list after Feature Extraction they used four type of  

Machine learning classification algorithms to  classify the 

URL [13] 

The four machine learning algorithms considered for 

processing the feature set are: 

i. Naive Bayes: it is a simple probabilistic classifier based 

on applying Bayes' theorem (or Bayes's rule) with strong 

independence (naive) assumptions. It takes only one pass 

over the training set and is computationally very fast 

ii. J48 decision tree: it is a predictive machine-learning 

model that decides the target value (dependent variable) 

of a new sample based on various attribute values of the 

available data. 

iii. K-NN: It is based on closest training examples in the 

feature space. An object is classified by a majority vote 

of its neighbors.  

iv. SVM: The SVM performs classification by finding the 

hyper plane that maximizes the margin between two 



classes. The vectors that define the hyper plane are the 

support vectors.  

  Place of decision vector ‘0’ (benign) of the dataset 

generated by MATLAB from input URL list. 

5. Data set Types 
A data set is a collection of related, discrete items of related data 

that may be accessed individually or in combination or 

managed as a whole entity. The term data set originated with 

IBM, where its meaning was similar to that of file. In an IBM 

mainframe operating system, a data sets a named collection of 

data that contains individual data units organized (formatted) in 

a specific, IBM-prescribed way and accessed by a specific 

access method based on the data set organization. Types of data 

set organization include sequential, relative sequential, indexed 

sequential, and partitioned. Access methods include the Virtual 

Sequential Access Method (VSAM) and the Indexed Sequential 

Access Method (ISAM). 

The authors in [11] used Dataset of URL that is fed to the model 

at the initial stage, Which contains 200 Legitimate as well as 

phishy websites URLs, {collected from the Phish Tank and 

yahoo directory}, Which will be used to Train the Machine 

Learning Algorithm and Test the performance of it. 

The authors in [13] collected URLs of benign websites from 

www.alexa.com www.dmoz.org and personal web browser 

history. The phishing URLs were collected from 

www.phishtak.com. The data set consists of 17000 phishing 

URLs and 20000 benign URLs. They obtained PageRank of 

240 benign websites and 240 phishing websites by checking 

PageRank individually at PR Checker. Also they collected 

WHOIS information of 240 benign websites and 240 phishing 

websites. 

The authors in [14] obtained URLs from two sources in order 

to gather ground truth data of phishing and legitimate 

webpages. Neither dataset contains personal data. Both datasets 

are available on request for research use. The phishing URL sets 

(Phish) were obtained through the community website Phish 

Tank. They conducted three different collection “campaigns”. 

The first resulted in phish Train which was used for training the 

phishing detection classifier. The second, collected at a later 

point in time, resulted in phish Test which was used as the test 

set. The last, phish Brand, was used for evaluating our target 

identification scheme. 

6.  Evaluation  
Evaluation is the systematic and assessment of information 

related to the outcomes, operation or processes of policy 

structure, organization or relationship. It is necessary to ensure 

the accountability, effectiveness and sustainability for a project, 

making it a necessary part of project management.  

After you determine your general approach and establish an 

evaluation framework, you will need to choose your evaluation 

tools. 

Your evaluation tool should reflect the overall objective of your 

evaluation and the indicators you are trying to measure. Detailing 

process lends itself to qualitative tools while large-scale aggregate 

efficiency evaluations need quantities tool. Many evaluations will 

require a mixed-method approach utilizing quantitative and 

qualitative tools to satisfy an array of audiences.  

The authors in [13] [21, 22] evaluated the performance based on 

Detection Accuracy, True Positive Rate and False Positive Rate 

and Features by using quality metrics, Confusion matrix. The 

evaluation do for Classification algorithm agents each and one of 

Classification algorithm. 

Table 1. Explain the Evaluation proses 

Evaluation 

for 

 

 

Evaluation   

Tools 

Classification 

algorithm agents 

each 

One of 

Classification 

algorithm 

quality 

metrics 

Test Detection 

Accuracy Vs. 

Test Detection 

Accuracy Vs. 

TP Rate, 

FP Rate 

Features TP Rate, 

FP Rate 

Features 

Confusion 

matrix 

True Positive Rate 

and False Positive 

Rate Vs. 

True Positive Rate 

and False Positive 

Rate Vs. 

Accuracy Features Accuracy Features 

 

7. DISCUSSION 
Phishing attack had four types as showing in figure 1, Website 

phishing attack, Email phishing attack, Web Trojans and 

Content-injection phishing. This type of phishing attack can 

detecting by used one of phishing Detection methods we 

mentioned it in this paper Blacklist method, Heuristic based 

method, Visual similarity, Content based approach and URL 

based method this method can classified in 3 criteria’s. Also this 

paper discuss Technology used in phishing Detection methods 

Based on Neuro-Fuzzy algorithm, Based on heuristics anti-

phishing detection, Based on associative classification data 

mining, Based on genetic algorithm, Based on Machine 

learning and Intelligent Phishing website detection and 

categorization model. After that we speak about Data set Types 

Dataset had two type URLs of Legitimate website and URLs of 

Phishing website. And finally we speak about evaluation proses 

by using quality metrics, Confusion matrix. The performance 

evaluated based on True Positive Rate and False Positive Rate, 

Detection Accuracy. 



 

 

 

8. CONCLUSION  
Based on the literature review discussed in this paper, the four type 

of phishing attack done in deferent form like creating fake URL, 

Misspelled URLs, Creating anchor text, Fake SSL lock and URL 

manipulating using java script and The Detection methods can 

classified in 3 criteria’s Lexical based feature this Lexical based 

Features are textual properties of the URL itself and it easy to 

implement, Host based feature this criteria explain “where” 

phishing sites are hosted, “who” they are managed by, and “how” 

they are administered and Content based feature This criteria 

detects fake website by inspecting the similarity between 

legitimate and fake website. It’s better to collect a large dataset to 

get good result when you develop anti-phishing model. Detects 

fake website by inspecting the similarity between legitimate and 

fake website. It’s better to collect a large dataset to get good result 

when you develop anti-phishing model. 
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