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Abstract — In the age of ever-growing technology, information transfer is becoming more and more vulnerable. Cryptography the key which ensures secure
communication. In this paper, an attempt to recreate the Hill Cipher encryption
scheme has been made where the key structure is based on a group algebra G
over the boolean ring R. The key idea of the proposal is to overcome the currently
existing vulnerabilities in the Hill Cipher. Developed by Lester S. Hill in 1929,
the Hill Cipher encryption algorithm was a key invention in the field of Cryptography in the then era. However, changing worlds and developing technologies
have made it necessary to make some amendments in the currently existing algorithm. Here, we use Boolean Rings as the key matrices to make the encryption
scheme stronger and more secure.
Keywords — Cyber-Security, Cryptography, Hill Cipher, Encryption, Decryption, RSA Algorithm, Substitution Cipher

1

Introduction
In 1976, Whitefield Diffie and Martin Hellman published the first practical
public key cryptosystem for secure data transmission [1]. The Diffie-Hellman
Algorithm was based on the discrete log problem. Since then, many public key
cryptography algorithms have been created. The RSA scheme [2] discovered in
1978 by Ron Rivest, A. Shamir and Adleman was based on the factorization
problem of the modulus, factorizing of mod N is an impractical task if the integer
N is sufficiently large, where N is the product of two distinct large primes. Since
then, many developments have been made in the field of cryptography. Elliptic
Curves Cryptography, which is based on the algebraic structure of elliptic curves
over finite fields, has an advantage over the non-elliptic curve cryptography with
the smaller key sizes [3][4].
The key idea of this encryption scheme is based on the pre-existing Hill Cipher
[5] which is a polygraphic substitution cipher based on Linear Algebra. Here,
Boolean Rings have been used to reconstruct the original message text over the
group algebras.
Here, in this paper, we present some new techniques to encrypt and decrypt the
messages. Some basic concepts of group algebra, and linear algebra have been
used and applied to make a new algorithm. The RSA Algorithm [2] has been
used as the basis of the cryptosystem.
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Literature Review
In recent past many works have been done to improve the cryptosystems using
the group algebra of commutative and non-commutative rings [6] [7]. More
than just the encryption and decryption of data, the secure transmission of the
private key(s) is a crucial part of a cryptosystem. The threshold schemes
enable a group of users to share a secret by providing each user with a share
[8]. It is necessary for a good cryptosystem to be practically impossible for the
attacker to break [9]. A good cryptosystem would comparatively take more
time while the attacker is trying to break into it. This can either be achieved by
making a moderately longer key or by creating a more advance algorithm that
would make the entire cryptosystem reluctant to any damage.

Sometimes, when the user has to upload the encrypted data at a public server,
only the cipher with a public key won't be able to secure the data completely.
Hence, in that case, the homomorphic encryption comes into picture. Here,
encryption is performed on an already encrypted data at the server side [8].
𝑬𝒏𝒄(…𝑬𝒏𝒄(𝑬𝒏𝒄(𝒎))… ), where m is the message.
But, in order to recover the original message, the decipher key has to be
applied only once to the homomorphically encrypted data.
When it comes to the speed in the computation, the homomorphic encryption
has a constraint. To remove the limitation, a new latin-squares based technique
for encryption has been derived. In this algorithm, all the encryption is done
through Symmetric Key Cryptography. This procedure hence increases the
security of the data manifolds and also the computation is comparatively
complex.
Hill Cipher sees its applications in image encryptions as well [10]. For
grayscale images, the modulus will be 256 (the number of levels is considered
as the number of alphabets). In the case of colour images, the image is first
decomposed (R-G-B) components. Then, each component is encrypted
separately. Finally, in order to get the encrypted colour image, each encrypted
component is concatenated. The image encryption technique has also been
proposed combining Hill Cipher with Elliptic Curve Techniques [11]. This
method removes the requirement of the key matrix in inverse hence increasing
the decryption speed. In Hill Cipher, the construction of keys plays an
important part. Many methods to construct the keys have been made using
both Classical Cipher [12] and Genetic Algorithms [13]. However, it is
vulnerable to known plaintext attack. Another setback is that an invertible key
matrix is needed for decryption and it is not suitable for encrypting a plaintext
consisting of zeroes. [14]
.
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Proposed Algorithm
The currently existing hill cipher has several advantages in cryptography
however, it encrypts plaintext blocks to identical ciphertext blocks making it
difficult to properly hide the patterns of the plain text. The proposed technique
adjusts the encryption key to form a different key for each block encryption.
Taking into consideration the more complex computations using the boolean
rings as the base of the structure, we certainly observe a higher work factor and
the examples show that this encryption scheme prevents Single Letter
Frequency Distribution.
Def 1. Boolean Ring [15]
Let 𝑿 be any given finite set (non-empty). Consider 𝓟(𝑿) =
{𝒔𝒆𝒕 𝒐𝒇 𝑨𝑳𝑳 𝒔𝒖𝒃𝒔𝒆𝒕𝒔 𝒐𝒇 𝑿}
Define ⊕ and ⋅ on 𝓟(𝑿) as follows:
𝑨⨁𝑩 = (𝑨 − 𝑩)⋃(𝑩 − 𝑨 )
𝑨 ⋅ 𝑩 = 𝑨 ∩ 𝑩,

𝒘𝒉𝒆𝒓𝒆 𝑨, 𝑩 ∈ 𝓟(𝑿)

Figure 1 : Boolean Ring

This ring is:
a) Commutative
𝑨⨁𝑩 = 𝑩⨁𝑨
𝑨 ⋅ 𝑩 = 𝑩 ⋅ 𝑨, where 𝑨, 𝑩 ∈ 𝓟(𝑿)
b) Associative
𝑨⨁(𝑩⨁𝑪) = (𝑨⨁𝑩)⨁𝑪
𝑨 ⋅ (𝑩 ⋅ 𝑪) = (𝑨 ⋅ 𝑩) ⋅ 𝑪, where 𝑨, 𝑩, 𝑪 ∈ 𝓟(𝑿)
c) Distributive
(𝑨⨁𝑩) ⋅ 𝑪 = (𝑨 ⋅ 𝑪)⨁(𝑩 ⋅ 𝑪)
(𝑨 ⋅ 𝑩)⨁𝑪 = (𝑨 ⊕ 𝑪) ⋅ (𝑩⨁𝑪), where 𝑨, 𝑩, 𝑪 ∈ 𝓟(𝑿)
The empty set (𝝓) is the zero of the ring.
The finite set 𝑿 is the one of the ring.
Hence, (𝓟(𝑿),⊕,⋅, 𝝓, 𝑿) forms a Boolean Ring.
Def 2. Multiplication of Boolean Rings
𝑨 𝑩
𝑬 𝑭
Let 𝓤 = [
], 𝓥 = [
],
𝑪 𝑫
𝑮 𝑯
then the matrix multiplication is defined as follows:
𝑨 𝑩 𝑬 𝑭
𝑨𝑬 ⊕ 𝑩𝑮 𝑨𝑭 ⊕ 𝑩𝑯
𝓤 ∙𝓥 = [
]∙[
]=[
]
𝑪𝑬 ⊕ 𝑫𝑮 𝑪𝑭 ⊕ 𝑫𝑯
𝑪 𝑫 𝑮 𝑯

〈𝑨𝑩 = 𝑨 ∙ 𝑩〉

𝒘𝒉𝒆𝒓𝒆,𝑨, 𝑩, 𝑪, 𝑫, 𝑬, 𝑭, 𝑮, 𝑯 ∈ 𝓟(𝑿)
Note: While decrypting the message, the invertibility of the latin square,
formed over the boolean ring R, is a necessary condition.

3.1

Encryption and Decryption Algorithm
𝒀𝟏
Let 𝓜 = [𝒀𝟐 ] be the message that we have to encrypt.
𝒀𝟑
To encrypt the message, we need a key.
𝑿⨁𝑨𝑬⨁𝑩𝑭 𝑨⨁𝑩𝑮 𝑩
Let 𝓚 = [ 𝑬⨁𝑪𝑭
𝑿⨁𝑪𝑮 𝑪 ] be the Encryption key, 𝑫𝒆𝒕(𝓚) = 𝑿.
𝑭
𝑮
𝑿
𝒘𝒉𝒆𝒓𝒆, 𝑨, 𝑩, 𝑪, 𝑬, 𝑭, 𝑮 ∈ 𝓟(𝑿)
Define 𝑬𝒏𝒄(𝓜) = 𝓚 ∙ 𝓜
𝒀′𝟏
𝑿⨁𝑨𝑬⨁𝑩𝑭 𝑨⨁𝑩𝑮 𝑩 𝒀𝟏
= [ 𝑬⨁𝑪𝑭
𝑿⨁𝑪𝑮 𝑪 ] ∙ [𝒀𝟐 ] = [𝒀′𝟐 ] (𝒔𝒂𝒚)
𝑭
𝑮
𝑿 𝒀𝟑
𝒀′𝟑
𝒀′𝟏
𝒀𝟏 ⨁𝑩𝑭𝒀𝟏 ⨁𝑨𝒀𝟐⨁𝑩𝑮𝒀𝟐⨁𝑩𝒀𝟑
= [ 𝑬𝒀𝟏 ⨁𝑪𝑭𝒀𝟏⨁𝒀𝟐 ⨁𝑪𝑮𝒀𝟐 ⨁𝑪𝒀𝟑 ] = [𝒀′𝟐 ]
𝑭𝒀𝟏 ⨁𝑮𝒀𝟐 ⨁𝒀𝟑
𝒀′𝟑
Here,
𝒀′𝟏 = 𝒀𝟏 ⨁𝑩𝑭𝒀𝟏 ⨁𝑨𝒀𝟐 ⨁𝑩𝑮𝒀𝟐 ⨁𝑩𝒀𝟑
𝒀′𝟐 = 𝑬𝒀𝟏 ⨁𝑪𝑭𝒀𝟏 ⨁𝒀𝟐 ⨁𝑪𝑮𝒀𝟐 ⨁𝑪𝒀𝟑
𝒀′𝟑 = 𝑭𝒀𝟏 ⨁𝑮𝒀𝟐 ⨁𝒀𝟑

To decrypt this message,
𝑫𝒏 (𝓜) = 𝓚−𝟏
𝑨
𝑨𝑪⨁𝑩
𝟏 𝑿
= [𝑬
𝑿⨁𝑨𝑬
𝑪⨁𝑪𝑨𝑬⨁𝑩𝑬
]
𝑿 𝑭 𝑮⨁𝑮𝑨𝑬⨁𝑨𝑭 𝑿⨁𝑩𝑭⨁𝑪𝑮⨁𝑬𝑩𝑮⨁𝑪𝑮𝑨𝑬
𝑿
𝑨
𝑨𝑪⨁𝑩
= [𝑬
𝑿⨁𝑨𝑬
𝑪⨁𝑪𝑨𝑬⨁𝑩𝑬
]
𝑭 𝑮⨁𝑮𝑨𝑬⨁𝑨𝑭 𝑿⨁𝑩𝑭⨁𝑪𝑮⨁𝑬𝑩𝑮⨁𝑪𝑮𝑨𝑬

|∵ 𝑿 𝒊𝒔 𝒕𝒉𝒆 𝒐𝒏𝒆 𝒊𝒏 𝒕𝒉𝒆 𝒓𝒊𝒏𝒈 𝓟(𝑿)|

Here, as mentioned, that in a Boolean Ring, the one (𝟏) of the ring is the finite
set 𝑿. In order to maintain the invertibility of the matrix, it is important that
such a matrix is constructed with determinant = 𝑿. This determinant being
equal to the one of the finite ring ensures the invertibility and hence the
decryption is possible without the loss of data.

Some of the methods to construct such matrices have been discussed below.
3.2

To Construct a square matrix with determinant = X using triangular
matrices

Let 𝑋 be any given finite set (non-empty).
Consider 𝒫(𝑋) = {𝑠𝑒𝑡 𝑜𝑓 𝐴𝐿𝐿 𝑠𝑢𝑏𝑠𝑒𝑡𝑠 𝑜𝑓 𝑋}
Define ⊕ and ⋅ on 𝒫(𝑋) as follows:
𝐴⨁𝐵 = (𝐴 − 𝐵 )⋃(𝐵 − 𝐴) = 𝐵⨁𝐴
𝐴 ⋅ 𝐵 = 𝐴 ∩ 𝐵 = 𝐵 ⋅ 𝐴,
𝑤ℎ𝑒𝑟𝑒 𝐴, 𝐵 ∈ 𝒫(𝑋)
Define two square matrices 𝓤 and 𝓥
𝑋 𝐴 𝐵
𝑋 𝜙 𝜙
𝓤 = [𝜙 𝑋 𝐶 ]; 𝓥 = [𝐸 𝑋 𝜙] 𝑤ℎ𝑒𝑟𝑒 𝐴, 𝐵, 𝐶, 𝐸, 𝐹, 𝐺 ∈ 𝒫 (𝑋)
𝜙 𝜙 𝑋
𝐹 𝐺 𝑋
𝑋⨁𝐴𝐸⨁𝐵𝐹 𝜙⨁𝐴𝑋⨁𝐵𝐺 𝜙⨁𝐵𝑋
𝜙⨁𝑋⨁𝐶𝐺 𝜙⨁𝜙⨁𝐶 ]
𝓤 ∙ 𝓥 = [ 𝜙⨁𝐸⨁𝐶𝐹
𝜙⨁𝑋𝐹
𝜙⨁𝐺
𝑋
𝑋⨁𝐴𝐸⨁𝐵𝐹 𝐴⨁𝐵𝐺 𝐵
𝓤 ∙ 𝓥 = [ 𝐸⨁𝐶𝐹
→ (𝑲)
𝑋⨁𝐶𝐺 𝐶 ]
𝐹
𝐺
𝑋
det(𝓤 ∙ 𝓥)
= [(𝑋⨁𝐴𝐸⨁𝐵𝐹)(𝑋⨁𝐶𝐺⨁𝐶𝐺)]⨁[(𝐴⨁𝐵𝐺)(𝐸⨁𝐶𝐹⨁𝐶𝐹)]⨁[𝐵(𝐸𝐺⨁𝐶𝐹𝐺⨁𝐹⨁𝐶𝐺𝐹)]
= 𝑋⨁𝐴𝐸⨁𝐵𝐹⨁𝐴𝐸⨁𝐵𝐺𝐸⨁𝐵𝐸𝐺⨁𝐵𝐹
=𝑋
Example:
Assume 𝑋 = {1,2,3,4,5} and 𝒫(𝑋) 𝑏𝑒 𝑡ℎ𝑒 𝑝𝑜𝑤𝑒𝑟 𝑠𝑒𝑡 𝑜𝑓 𝑋
𝑋 {1,2} {2,3}
𝑋
𝜙
𝜙
{1,2,3}]; 𝓥 = [{1,3}
𝓤 = [𝜙
𝑋
𝑋
𝜙]
𝜙
𝜙
𝑋
{1,2} {3,4} 𝑋
{3,4,5} {1,2,3}
{2,3}
𝓤 ∙ 𝓥 = [ {2,3} {1,2,4,5} {1,2,3}]
{1,2}
{3,4}
𝑋
(
)
here, det 𝓤 ∙ 𝓥 = 𝑋
Similarly, using different finite non-empty sets "𝑋" and taking different elements from their power set, we can obtain infinite number of square matrices
of any order.
Similarly, we can create a 4-square matrix by multiplying
𝑋 𝐴 𝐵 𝐶
𝑋 𝜙 𝜙 𝜙
𝜙 𝑋 𝐷 𝐸
𝜙 𝜙
] and 𝓥 = [ 𝐺 𝑋
] in order to get a 4-sqaure
𝓤=[
𝜙 𝜙 𝑋 𝐹
𝐻 𝐼 𝑋 𝜙
𝜙 𝜙 𝜙 𝑋
𝐽 𝐾 𝐿 𝑋
matrix 𝓓 = 𝓤 ∙ 𝓥 whose determinant = 𝑋.

𝑋⨁𝐴𝐺⨁𝐵𝐻⨁𝐶𝐽 𝐴⨁𝐵𝐼⨁𝐶𝐾 𝐵⨁𝐶𝐿 𝐶
𝐺⨁𝐷𝐻⨁𝐸𝐽
𝑋⨁𝐷𝐼⨁𝐸𝐾 𝐷⨁𝐸𝐿 𝐸
]
𝓓 =𝓤 ∙𝓥= [
𝐻⨁𝐹𝐽
𝐼⨁𝐹𝐾
𝑋⨁𝐹𝐿 𝐹
𝐽
𝐾
𝐿
𝑋
𝐴, 𝐵, 𝐶, 𝐷, 𝐸, 𝐹, 𝐺, 𝐻, 𝐼, 𝐽, 𝐾, 𝐿 ∈ 𝒫(𝑋).
3.3

where

To construct a square matrix with determinant = 𝑿 using square
tridiagonal matrices
Let 𝑋 be any given finite set (non-empty).
Consider 𝒫(𝑋) = {𝑠𝑒𝑡 𝑜𝑓 𝐴𝐿𝐿 𝑠𝑢𝑏𝑠𝑒𝑡𝑠 𝑜𝑓 𝑋}
𝑋 𝐴 𝜙
𝑋 𝐶 𝜙
Let 𝓤 = [𝐵 𝑋 𝐴] and 𝓥 = [𝐷 𝑋 𝐶 ], we have 𝐷𝑒𝑡(𝓤) = 𝐷𝑒𝑡(𝓥) = 𝑋.
𝜙 𝐵 𝑋
𝜙 𝐷 𝑋
Here, 𝐴, 𝐵, 𝐶, 𝐷 ∈ 𝒫(𝑋)
𝑋⨁𝐴𝐷
𝐶⨁𝐴
𝐶𝐴
𝓤 ∙ 𝓥 = [ 𝐵⨁𝐷 𝑋⨁𝐵𝐶⨁𝐴𝐷 𝐶⨁𝐴 ],
𝐵𝐷
𝐵⨁𝐷
𝑋⨁𝐵𝐶
𝐷𝑒𝑡(𝓤 ∙ 𝓥) = 𝐷𝑒𝑡(𝓤) ∙ 𝐷𝑒𝑡(𝓥) = 𝑋 ∙ 𝑋 = 𝑋

3.4

To construct a square matrix with determinant = 𝑿 using partitions of a set
Let "𝑋" be a non-empty finite set,
𝑋 = {𝑎 1, 𝑎 2 ,𝑎 3 ,… , 𝑎 𝑛}
Define 𝐴1 ,𝐴2 , 𝐴3 , … , 𝐴𝑛 as the partitions of the set 𝑋.
𝑋 = ⋃𝑛𝑖=1 𝐴𝑖 ; 𝐴𝑖 ∩ 𝐴𝑗 = 𝜙 ∀ 𝑖 ≠ 𝑗.
Create a matrix "𝓤" using the 𝐴𝑖 𝑠 as latin square.
𝐷𝑒𝑡(𝓤) = 𝐴1 ⨁𝐴2 ⨁𝐴3⨁ … ⨁𝐴𝑛 = 𝑋

4

Analysis
Let M = ABC be the plain text. The message corresponds to {0, 1, 2}.
3 10 20
Considering 𝐾 = [20 9 17] as the secret key and encrypting the message
9
4 17
with Hill Cipher we get M’ = YRM as the encrypted text. The same text when
encrypted with the developed Hill Cipher using
{1, 2, 3}
𝜙
𝜙
{4, 5}
{1, 2, 3}] as the secret key gives M’ = BCB as
𝐾= [ 𝜙
{1, 3} {1, 2, 3, 4} {4, 5}
the encrypted text.
The above example is evident to the fact that the proposed algorithm overcomes the single letter frequency distribution problem making the encryption
more strong and secure

5

Conclusion
The Hill cipher is the first polygraph cipher which has some advantages in
symmetric data encryption. However, many studies and experiments show that
Hill Cipher is vulnerable to known plaintext attack. The known-plaintext attack (KPA) is an attack model for cryptanalysis where the attacker has access
to both the plaintext, and the corresponding encrypted version through which
other encrypted texts can be decoded. The reason for such a drawback is the
linear calculations which the algorithm uses. Applying a brute force attack on
any hill cipher encrypted text would lead to the plain text in fewer number of
permutations. Less work factor on brute force attacks is another vulnerability
observed in Hill Cipher Algorithm.
The algorithm to use Boolean Rings solves the above-mentioned problems in
the Hill Cipher. The non-linear key calculations increase the complexity in key
formation. Hence, now more work factor would be required while applying
Brute force attack. And, it is not just the complexity in key formations, but this
algorithm also removes the single letter frequency attack which increases the
number of permutations while performing the brute force attack.
Another key feature of this proposed algorithm lies in what we call the ‘Discrete Matrix Problem’ derived from the term ‘Discrete Log Problem’. Let 𝐺 be
a finite group and 𝑔 be an element of 𝐺. Given 𝑎 ∈ 𝐺 find an integer 𝑥 such
that 𝑔𝑥 = 𝑎. This corresponds to the logarithm problem for the positive reals,
that is the same problem but with 𝑥 a real number. The finiteness of the group
and the type of solution sought account for the discrete in the name. Similarly,
in the proposed algorithm; it is not possible to trace back the key from the
given decrypted text. Hence, preventing the known-plaintext attack.
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