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Abstract

In the cloud computing environment, storage is used for users to provide data outsourcing services. After users
outsource data to the cloud, privacy protection has become a key concern. As far as we know, there is no systematic
analysis of the assured deletion of cloud storage data based on cryptography from the perspective of having a
third-party key management center (TKMC) and no TKMC. Our work focuses on analyzing and evaluating the fine-
grained, safety, and performance of these schemes, and we also point out that researches can use trusted computing
to securely strengthen TKMC in the future, making assured deletion more secure and reliable.
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1. Introduction

Cloud storage system (CSS) provides users with large-capacity storage space, and access is fast and
efficient. While CSS brings opportunities to users, it also brings challenges to privacy protection. Part of it
is that after users delete the data, it remains in the hardware storage device of CSS, resulting in the robbery
of the data. The data which have been deleted cannot be accessed, restored, or constructed into any other
useful information by any role, including data owner (DO), CSS, and other users, which is assured deletion.
Delete data in the CSS for certainly, and some researchers applied the cryptography into the assured deletion
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of cloud storage (ADCD). This concept uses encryption keys to encrypt data and then stores the encrypted
data in CSS. The corresponding key is deleted to achieve assured deletion, that is, the data management
problem is converted into key management problem. This paper evaluates the performance of the ADCD
schemes from the aspects of granularity and security. The proposed solution is required to achieve the
function of fine-grained access and deletion. And if a malicious attacker steals the encryption key, the data
stored in CSS will also be leaked. Therefore, it is necessary to evaluate the security of ADCD.

In the next section, we introduce the various types of ADCD methods distinguished by the with or without
TKMC, and their advantages and disadvantages. In section 3, we are providing future researchers with the
research direction of using trusted computing (TC) to ensure the credibility of TKMC to ensure the security
of keys, that is, to ensure the security of ADCD. Finally, we provide concluding remarks in section 4.

2. Assured deletion of cloud data based on cryptography

This section is divided into two categories according to the ADCD based on cryptography. One is the
introduction of a TKMC, that is, the key to encrypt the data is stored in the key manager; the other is a
without TKMC solution, the idea does not need to store a large number of keys in a third-party key store.

2.1. With TKMC

There are four situations for the TKMC in the cryptography-based ADCD. The first is based on hardware.
This is the first proposed solution to use a TKMC. The second is based on policy. The third is based on
Distributed Hash Table (DHT) [1, 2] network. The fourth is based on TC, which only uses TC to protect
the security of internal data, and does not use TC to achieve platform trust and session security.

2.1.1. Based on Hardware Protection(BHP)
Perlman [3] proposed the concept of Ephemerizer in 2005. The key storage and data encryption process

are all carried out on a tamper-resistant card called Ephemerizer. The DO uses the public key negotiated
with Ephemerizer to encrypt the data. There are two schemes for deletion. One is to delete data on demand.
Each data file is encrypted with a public key. Deleting the corresponding key in Ephemerizer at the same
time, one for encrypting the key table and one for encrypting the data. The other is the Predetermined
Expiration Time Scheme. The DO has a long-term key. Define the time to delete the data before generating
the encrypted data. In general, the solution proposed by Perlman can achieve assured deletion well, but
users need to keep a long-term key, if the key is stolen, all data of DO will be threatened. Tang [4] based on
the concept of Ephemerizer, proposed Time-Ephemerizer. This scheme ensures that data is only available
during the pre-defined life cycle. After the time interval comes from the time server timestamp, no attacker
can recover the data. This solution effectively prevents the initial disclosure of sensitive data, but there is
the possibility of a man-in-the-middle (MITM) attack in the session protocol between the DO and TKMC.

2.1.2. Based on Policy Protection(BPP)
Yang Tang et al. [5] proposed a method called FADE. This scheme associates each file with a single atomic

file ACP. Each ACP is associated with a control key (CK), and TKMC manages all CKs. The TKMC used
in this method is guaranteed using a quorum scheme [6]. Before accessing the TKMC, the DO first needs
to provide the TKMC with authentication credentials. The data is encrypted with a data key (DK), and
the DK is encrypted with a CK corresponding to the ACP. When the ACP is revoked, the corresponding
CK will be deleted from the TKMC. The communication between the DO and the TKMC is encrypted by
blinded RSA, which can effectively prevent sniffing attacks during the session. This method is policy-based,
and each data file corresponds to a policy so that the data can be deleted in fine granularity. However, the
TKMC may still collude with attackers, the TKMC is still unreliable.

Xue.L et al. [7] proposed AD-KP-ABE in 2019, that is, a key-policy attribute-based encryption scheme
(KP-ABE) [8]. The TKMC Trusted Authority (TA) completes the generation of DKs and re-encryption
keys. AD-KP-ABE associates data with attributes and ACPs with users’ private keys (PKs).The data is
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deleted by revoking the attributes necessary for the user to access the data. The method also proposed to use
Merkle Hash Tree (MHT) [9] to generate deletion evidence form cloud servers. If the evidence is valid, the
DO is confident that the data has been deleted. This method has the characteristics of fine-grained access
and verifiability, but TA cannot guarantee its credibility and security.

2.1.3. Based on DHT Network Protection(B-DHT-P)
Geambasu et al. [10] proposed a scheme called Vanish. In the data encryption stage, first, a ciphertext C is

obtained by generating a random data key K. Then using the Shamir Secret Sharing algorithm [11] to divide
the K into N shares, randomly select an access key L, with a secure pseudo-random number to generate the
index Li, and then storing N key shares in the DHT. Over time, the N key shares will disappear from the
DHT. The improvement of the scheme proposed by F. Yue et al. [12] relative to Vanish is that they split the
decryption key and part of the ciphertext through threshold secret sharing and store it in the DHT. C. Li
et al. [14] used two-level encryption to encrypt data. The first level uses the DK to encrypt each database.
The second level uses the Minimal Tree Key Set(MTKS) encrypted with the All-Or-Nothing algorithm [15]
to generate the CK and then stores the encrypted data block in the DHT. In this method, different data
keys encrypt different data blocks to achieve fine-grained access. Moreover, MTKS that distributes access
rights through user groups can complete accuracy access control for authorized users. The method increases
the overhead of hopping attacks and effectively avoids sniffing attacks. The method proposed by J. Xiong
et al. [16] uses a symmetric encryption key to encrypt data. This scheme increases the length of the key
by extracting the ciphertext and encrypting the decryption key with the algorithm based on identity-based
timed-release encryption (ID-TRE) and combines the two parts to store in the DHT. The key in the DHT
will self-destruct according to pre-defined time. Extracting part of the ciphertext which effectively prevents
brute-force attacks of the ciphertext, and adding the extracted ciphertext to the key increases the overhead
of hopping attacks. The ID-TRE encryption algorithm effectively prevents sniffing attacks [13].

2.1.4. Based on Trusted Computing Protection(BTCP)
Tian et al. [17] proposed an efficient scheme of cloud data assured deletion (ESAD). The TKMC of the

scheme is named Attribute Key Management System (AKMS), which is composed of a key generator and
an attribute authorizer. The key generator mainly manages the system master key and the system public
key. The attribute authorizer mainly in charge of allocating an only identifier ID to each authorized user
and preserving the attribute list of authorized users. The two parts independently correspond with other
components and use Trusted Platform Module (TPM) security chips to guard core data such as the system
master key and the system public key, and the attribute list of authorized users. When deleting data, the
DO only needs to create a random number to replace the attribute value that should be deleted in the
original attribute list. This scheme effectively prevents collusion attacks, VLAN hopping, sniffing attacks,
and single-point failures, but cannot improve fine-grained access while improving performance.

The TKMC introduced above are similar to CSS; they are both not directly controlled by DOs, so the
credibility of the TKMC cannot be assured. At present, TC technology is mature enough, and it is a good
idea to combine TC with ADCD. The detail of how to apply TC to ADCD has discussed in the section
Future Direction. Concerning the ADCD based on cryptography with a TKMC, the analysis of fine-grained
access control, safety, and existing limitation was made. As shown in Tables 1 and 2.

2.2. Without TKMC

There is no TKMC for ADCD. First is the Master Key Method, that is, the DO only needs to maintain
a master key locally. The second is the Processing Ciphertext Method, that is, the ciphertext encrypted by
the DK for further processing, such as extracting ciphertext using an algorithm. The third is the Like FADE
[5] Method, which is, based on the FADE method but without TKMC.

2.2.1. Master Key Method
The scheme proposed by Cachin.C et al. [18] initially generates protection class based on attributes, and

then generates a directed acyclic strategy graph. The master key is generated by security parameter and the
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policy graph, and an auxiliary state is also generated. Both the DK and decryption key are derived from the
data attributes and the master key. Deleting the attributes which are the file to be deleted in the protection
class, and generate a new master key that is used to replace the one in the non-erasabe memory according
to the new strategy graph. Data with different attributes are encrypted with different keys to achieving a
certain degree of fine-grained access. If an attacker steals the master key, all data files may be leaked.

Mo et al. [19] proposed a ADCD scheme based on a multi-level key structure of a Recursively Encrypted
Red-black key tree (RERK). The DO randomly generates n data keys based on the symmetric encryption
algorithm to construct the RERK. Each data file is encrypted by one of the DKs. After the encryption
is completed, the recursive encryption key generates the key sequence k1 to kn, and finally, store the key
sequence and ciphertext c1 to cn to the cloud. The DO only saves the metakey k and the tag of the root of
RERK. When you need to delete data, first finding the ith key, the CSS returns the key node and its parent
node and sibling nodes. And the corresponding key node needs to be deleted, the tree is updated in order to
balance the tree node again, and then a new key node sequence is generated. Therefore, the DO’s metakey
is also changed. In this way, the key is deleted successfully and assuredly. This method prevents the leakage
of key, but it is only suitable for encryption and assured deletion of a small amount of sensitive data.

2.2.2. Processing Ciphertext Method
Chen et al. [20] proposed a scheme called AD-IHSE. This scheme uses the method of logistic chaotic

mapping [21] to generate a random sequence of data extraction locations. After successfully extracting the
ciphertext, the partial ciphertext is hidden in the vector image using the Least Significant Bits (LSB).
Therefore, the ciphertext will be divided into two parts, one part is the ciphertext encrypted once by the
data encryption key, and the other is the ciphertext hidden in the vector image after the random sequence
extraction. This method can ensure data security in the case of key leakage. However, the position sequence
of the extracted ciphertext may also be leaked. In addition, when the DO sends the chaotic sequence of files
and encryption keys to the data sharing user, there will be MITM attack in the communication process.

2.2.3. Like FADE Method
Habib et al. [22] proposed a scheme named SFADE which uses the concept of FADE [5] to remove its

TKMC. The DO uses a secret word P1 to generate K1 and then generates a random key K2, where K1 is
similar to the CK in FADE, and K2 is similar to the DK. The encrypted files and K2 are stored in the cloud.
SFADE has many limitations, such as the failure to achieve fine-grained data deletion and data sharing.
Nusrat et al. [23] proposed the SFADE+ scheme based on SFADE [22], which added the sharing of data with
other users but still cannot achieve fine-grained deletion. Zakaria, I. et al. [24] also made improvements on
the basis of FADE [5], the scheme is called FADETPM. The TPM is used to protect the user’s RSA private
key. This private key cannot be directly obtained through software means under the protection of the DO’s
hardware, ensuring the security of the DK. However, the performance of encryption and decryption and
access is relatively low, which can also be a field for further research in the future.

Table 1. Fine-grained access control and safety analysis of ADCD based on cryptography with TKMC

Types Schemes Fine-grained Access Control Safety

BHP Ephemerizer can not achieve No security certify
Time-Ephemerizer can not achieve Prevent initial disclosure of data

BPP FADE Achievable, ACP is associated with CK Secure the session with blind functions
AD-KP-ABE Achievable, ACP is associated with PK Use MHT to generate deletion certify

B-DHT-P

Vanish can not achieve Low degree of resistance to DK’s leakage
SSDD can not achieve Increasing the overhead of hopping attacks
MTKS-AON Achievable, different data have different DK Preventing sniffing and hopping attacks
FullPP Achievable, data is accessible with ID-TRE Increasing the overhead of hopping attacks

Preventing brute-force and sniffing attacks
BTCP ESAD Achievable, ACP based on user attributes Preventing collusion attacks, SPOF,

VLAN hopping and Sniffing attacks
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3. Future Direction

Over the past 15 years, many scholars have developed a lot of ADCD based on cryptography, and we can
apply other technologies to ADCD. The main security issues of the TKMC are the security of the conver-
sation between the DO and TKMC and the credibility of the TKMC. Researchers can use TC for ADCD.
Generally speaking, TC has the functions of protection execution, sealing storage, remote attestation, and
I/O protection [25]. The protection execution mechanism refers to providing a safe area in the CPU chip to
run some sensitive applications so that users can still trust the security of this area even when they are in
a terrible environment. TKMC can use the mechanism to protect data, such as DKs and CKs. The sealing
storage mechanism is the use of encryption to protect data so that users can trust the confidentiality and
integrity of data. The remote attestation mechanism is to enable users to believe that a remote platform
is trustworthy. The I/O protection mechanism is to make the interaction path between the user and the
application a trusted path, and DO can establish a secure session with TKMC for the secure transmission
of information. Nowadays, TC technology has matured, such as Intel Trusted Execution Technology (Intel
TXT) [26] based on TPM, the security extension of ARM TrustZone for embedded platform and Intel Soft-
ware Guard Extensions (Intel SGX) [27] instruction set extensions provide users with a trusted execution
environment and verify the credibility of the platform. The no TKMC solution can avoid the threatens
brought by TKMC, but the problem that follows is that researchers need to study the performance con-
sumption of DO key management and data encryption and decryption. Researchers can develop effective
key derivation algorithms, and use TC’s protection execution and sealing storage mechanism to manage the
key for its root key to ensuring the security of the key.

TC can ensure the integrity and confidentiality of system data, as well as the trustworthiness of remote
platforms, applying the mechanism of TC to ADCD, which has great research value. The overall security
architecture and active immune security system led by TC have become an indispensable part of cyberspace
security, and also provide the cornerstone of security for ADCD.

Table 2. Limitation analysis of ADCD based on cryptography with TKMC

Types Schemes Limitation

BHP Ephemerizer MITM, SPOF, brute-force attacks
Time-Ephemerizer MITM, SPOF, brute-force attacks

BPP FADE SPOF, brute-force attacks, Collusion attack
AD-KP-ABE Collusion attack, user’s private key leakage issues

B-DHT-P

Vanish Hopping attack, sniffing attack, brute-force attacks
SSDD Sniffing attack
MTKS-AON MTKS root key and AON leakage issues
FullPP Only for assured deletion of small amounts of data

BTCP ESAD Increasing fine-grained access will reduce performance

4. Conclusion

In the CSS, users can only passively trust the reliability of the service after outsourcing their data to the
CSP and believe that other malicious users and CSP managers will not steal their private data. The main
idea of the ADCD method based on cryptography is to convert data security issues into key security issues,
which solves the problem of difficult control of outsourced data. We divide the schemes into with TKMC
and without TKMC to summarize the implementation methods of each scheme and its fine-grained access,
security, and propose future directions. Researchers can use the active immune of TC to ensure the integrity
and confidentiality of the platform so that TKMC and DO themselves can safely manage keys to achieve
ADCD.
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