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Abstract—The paper considers the problem of automatic 

assessment of working conditions at the workplaces of 
operators of automated complexes. We demonstrate the 
influence of the working environment on the reliability of the 
operator activity. We have developed an information 
technology to certify workplaces and have reasoned (from the 
standpoint of ergonomics, reliability, and business 
profitability) the choice of a set of ergonomic measures aimed 
at improving the working conditions of operators of complex 
control systems. 
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I. INTRODUCTION  

Advances in electronics, communications, information 
technology and artificial intelligence, automation and 
cybernetization of production [1-5] have led to a 
fundamental change in  the activities of people. 

The introduction of computers in all spheres of human 
activity- from industry, agriculture and transport [1-5] to e-
learning systems [6-9] -along with a number of advantages, 
brought a number of complications and problems for people 
working in information environments. 

Together with a decrease in the loads on the muscular 
system and a decrease in physical loads on people [1], there 
was a significant increase in neuropsychological loads [2,3]. 

Working under stress caused by pace of tension, risks, 
responsibility for increasing damages and threats to people's 
health and life [10, 11, 12], attacks by hackers [12, 13], etc., 
not only complicates the activities of people, but also 
radically changes such concepts as “taking into account the 
human factor”, “designing the working environment” or 
“designing working conditions at the workplace of a human 
operator” [14,15]. 

II. PROBLEM STATEMENT  

The catastrophic consequences [1,10,11] of ignoring the 
“human factor” in the design and operation of complex 
automated control systems actualize the task of designing an 
optimal set of measures to ensure ergonomic quality [16-19]. 

A critical element of the complex system "man-
technology-environment" is the human operator, because 
precisely human errors or failures cause more than 80 percent 
of accidents in complex automated control systems [19-21]. 
Therefore, the reliable design of human activities is the main 
reserve for improving the reliability of automated control [22-
24]. 

The main objectives of the system for ensuring reliability 
and ergonomic quality are [16,19,21]: 

 tsk1 – choice of degree of automation (distribution of 
functions between automation and humans); 

 tsk2 – determination of the number of personnel and 
their qualifications; 

 tsk3 – distribution of functions between operators; 

 tsk4 – design of information models and interfaces 
(taking into account the requirements of adaptability 
and usability); 

 tsk5 – designing algorithms for operators; 

 tsk6 – professional selection of operators (relevant for 
critical systems and systems for special and military 
purposes); 

 tsk7 – examination, certification and design of 
working conditions at workplaces of operators (work 
environment). 



A characteristic feature of ergonomic support tasks is the 
interdependence of the results of their solution [16,22–24]. 
Efficiency and reliability of activities are determined to a 
large extent by working conditions and the characteristics of 
the working environment, i.e. the results of solving 
problems tsk1, tsk2 ... tsk6 depend significantly on the 
results of solving problems of the type tsk7 [16,25,26]. 

 
Assessment of the factors of the working environment 

and the labor process is determined through the severity and 
intensity of labor [19]. 

The severity of labor [19] is a characteristic of the labor 
process, reflecting the predominant load on the 
musculoskeletal system and the functional systems of the 
body (cardiovascular, respiratory, etc.), ensuring its activity. 
The severity of labor is characterized by physical dynamic 
load, the mass of the load lifted and transported, the total 
number of stereotyped working movements, the magnitude 
of the static load, the nature of the working posture, the 
depth and frequency of the body tilt, and movements in 
space. 

Labor intensity [19] is a characteristic of the labor 
process, reflecting the load mainly on the central nervous 
system, sensory organs, and the emotional sphere of the 
employee. The factors characterizing the intensity of labor 
include: 

 Intellectual, 

 Sensory, 

 Emotional stress, 

 Degree of the monotonic stress, 

 Operating mode. 

It is obvious that harmful factors affect operators at 
different workplaces and in different production conditions 
in different ways. To select appropriate measures, an 
operational assessment of working conditions at workplaces 
is necessary [9,11,26,27]. 

Unfortunately, despite the abundance of various local 
studies [2,3,15–18,22–25], which relate to the individual 
factors described, effective computer tools for the 
operational assessment of the integral characteristics of the 
ergonomic quality of workplaces, adapted to the tasks of 
their certification and a reasonable choice of ergonomic 
events, are missing. 

Thus, in this work, we will set the task of developing 
information technology for the operational production of 
integrated (taking into account the whole complex of factors 
affecting the human body) estimates of working conditions 
at the workplaces of operators of automated systems, which 
are the basis for: 

 Workplace certification, 

 A reasonable choice of measures to improve the 
ergonomic quality of automated systems. 

III. RESULTS 

A. Statement of the problem and methodology for automatic 
assessment of the integral characteristics of the working 
environment 

The task is to evaluatethe integral characteristics of the 
working environment, based on the available values of the 
local characteristics. 

 A comprehensive assessment of the factors of the working 
environment is carried out on the basis of acknowledged 
practice of classifying the severity of labor. The classification 
distinguishes six categories of labor severity. The first 
category is the execution of work in an optimal working 
environment with a favorable physical, mental and neuro-
emotional stresses. The second category is the execution of 
work in conditions that meet the maximum permissible 
concentrations and levels of production factors for the current 
sanitary rules, norms and psychological requirements. The first 
and second categories correspond to a comfortable working 
environment. The remaining categories correspond to a 
relatively uncomfortable working environment, extreme and 
super-extreme working environment. 

Based on the studies [19], we accept the following 
sequence of estimates: 

1. Determine the value of sanitary-hygienic and 
psychophysiological factors of the working environment. 

2. Compare the values of the sanitary-hygienic factors of 
the working environment obtained in item 1, with their 
normative values, and determine the numerical values of 
exceeding the norm for each factor. 

3. Each of the factors of the working environment really 
affects the human operator: evaluate by a 6-point system. 

4. Determine the integral score (varies from zero to 60) of 
the severity of labor: 

   

 
 
where 

хmах – the highest score; хі – the score of the considered i-
th factor is taken into account; 

n – number of factors taken into account. 
 
5. Determine the category of severity corresponding to the 

integral score obtained in item 4 (there is a translation scale 
[19]). 

Based on the values of the integral score: 

 Calculated are indicators for [19]: 

o Fatigue, 

o Operability. 

 A decision is made on the certification (non-
certification) of the workplace. 
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  Source data generated on the reliability and 
execution time of individual operations of the 
human operator’s activity algorithm (there is a 
system of correction factors [19]. For specific 
conditions and specific systems, we recommend 
maintaining special statistical databases to consider 
the impact of labor severity on the error-free 
performance and time of specific technological 
operations). 

B. Information technology for assessing working 
conditions 

The main functional elements of the technology, based 
on the features of the described methodology, defined are 
(Fig.1.): 

 Reference data support (block1): 

o a directory  of sanitary and hygienic 
factors (SHF) of working conditions, 

o a directory  of psycho-physiological 
factors (PPF), 

o a directory of categories of severity of 
labor (CSF), 

o a directory  of correction coefficients (CC) 
for indicators of the quality of operations 
of human activity (take into account the 
influence of the integrated point estimate 
on the probability of error-free execution, 
on the mathematical expectation and time 
of execution), 

o typical measures to improve working 
conditions. 

 Description of the sanitary-hygienic and psycho-
physiological factors of a given working 
environment (WE) (block 2). 

 Assessment of influencing factors on a six-point 
scale (block 3). 

 Determination of the integral score for the severity 
of labor, indicators of fatigue and performance 
(block 4). 

 Determination of the category of labor severity and 
correction factors (block 5). 

 Formation of conclusions on the possibility of 
certification of a workplace (block 6). 

 Designing measures to improve working conditions 
(block 7). 

 Assessment of the reliability of the operator’s 
activity algorithm (AA) (block 8), taking into 
account the influence of working environment 
factors on the quality of the human operator’s 
activities [26–28]. 

 Reporting. 

 

Fig. 1. Information technology for assessing working conditions 

To implement information technology, we developed a 
special software package, using Visual Basic for Application 
(VBA) tools. All data required to automate the analysis and 
evaluation of the workplace are presented in the form of a MS 
Excel spreadsheet (database). Fig. 2 shows the data structure 
and their placement on the worksheets of the book. 

The use of information technology is carried out in two 
stages. At the first stage, the ergonomist introduces a 
description of the working environment and sets the initial 
values of the influencing factors. In this case, it is possible to 
select data from the directory. If the normative value and the 
method of comparison with the existing one are known for the 
factor, the deviation of the set value from the normative value 
is determined (block 2 in Fig. 1). For each given influencing 
factor, a point estimate of the standard value is determined 
(block 2 in Fig. 1). In addition, for each given influencing 
factor, a point score is determined (block 3 in Fig. 1). 

First, the integral score, indicators of fatigue and 
performance (block 4 in Fig. 1) are calculated. Next, the 
category of labor severity is determined, which corresponds to 
the obtained integral score, and correction factors for assessing 
the influence of working environment factors on the quality of 
the operator’s activity (block 5 in Fig. 1). The performance 
indicators of operations can be refined by the correction 
factors obtained. 



 

Fig. 2. Data organization 

If a category of labor severity is above the second and 
(or) there is at least one factor with an assessment above 
three, the transition to the second stage is carried out. At the 
same time, a set of measures is being designed to improve 
working conditions at the workplace. After the proposed 
measures, the introduction of new values of the influencing 
factors is carried out (block 2 in Fig. 1) and the execution of 
blocks 3, 4 and 5 is repeated. The expected indicator of the 
prospective increase in labor productivity is determined, and 
conclusions are made regarding the certification of the 
workplace. 

To reduce the pace of work, a rational distribution of 
functions between the human operator and the machine may 
be one of the proposed measures. Reducing the neuro-
emotional load is achieved by choosing the optimal 
algorithm for the functioning of the “man-machine” system 
(block 7 in Fig. 1). The modules «Support for the help 
database» (block 1 in Fig. 1) and “Description of (SHF) and 
(PPF)” of a given working environment” (block 2 in Fig. 1) 
provide support for the MS Excel database in the software 
package. In this case, data entry forms for filling out 
directories and input forms for describing the influencing 
factors of the working environment represent the user 
interface. 

The assessment of working conditions is associated with 
the input of a large number of source data placed in special 
forms. Due to the limited volume of the article, it is not 
possible to provide a complete calculation technology; we 
will demonstrate here only examples of some output video 
charts (Fig. 3-5) 

 

Fig. 3. Graph display: “Results and conclusions on certification of the 
workplace” (example calculation results) 

 

Fig. 4. Graph display: “ The impact of industrial noise on the severity of 
labor” (example calculation results)  

 

Fig. 5. Graph display: “The effect of industrial noise and ultrasound on the 
category of labor severity” (example of calculation results) 



C. Analysis of the merits and limitations of the method. 
Recommendations for use 

Based on information technology, development allows 
to: 

 Ensure optimal working conditions for people, 
taking into account the whole complex of 
influencing factors, 

 Conduct regular certification (using objective 
assessments) of all workplaces of the enterprise, 

 Minimize the complexity and increase the 
transparency of the examination of working 
conditions, 

 Timely identify a set of measures for certification of 
jobs with minimal cost, 

 Calculate possible damage from operator 
unreliability, 

 Calculate possible profits from improvements in 
working conditions, 

 Carry out a variant analysis of income and damage 
according to the type of “What will happen if”. 

Possible concerns of managers and supervisors may be 
related to the restructuring of the enterprise information 
system, as operational actions required: 

 Fixing values, 

 Maintaining a database of parameters of all 
production factors for each workplace. 

However, our calculations, commissioned by a number 
of enterprises, indicate that such expenses pay off, as a rule, 
in 2.5–6 months. 

Possible difficulties can be associated with the 
assessment of intellectual and emotional stress, degree of 
responsibility, work and rest modes, work in a queue, etc., 
since the devices cannot measure these indicators directly at 
the workplace.  

To fix these values, we have developed the procedures: 

 Expert assessment using the fuzzy logic apparatus 
(for assessing intellectual and emotional stress and 
degree of responsibility) [29,30], 

 Simulation of the processes of activity in the 
conditions of the flow of tasks (for indicators that 
evaluate the queue coefficients, average queue 
length, workload, etc.) [31]. 

Thus, the integrated use of measurement results and 
model data (expert and simulation) as source data allows us 
to solve the problem of forming an information base for 
calculations and to ensure the reliability of estimates, and 
therefore, the effectiveness of the proposed method. 

IV. APPROBATION 

The developed technology is a functional subsystem of the 
software package “Computer technology for modeling discrete 
man-machine interaction” [11,26], which was tested in the 
simulation man-machine systems for various purposes 
[9,11,26–28,30,31]. At the same time, the assessment is 
carried out automatically and reasoned recommendations are 
formed on the selection of measures of the ergonomic quality 
system. The technology is embedded in the decision support 
system, with each decision being justified not only from the 
standpoint of ergonomics, but also from the standpoint of the 
economic efficiency of management processes. 

Currently, the development is used in the educational 
process of the magistracy of Sumy State University 
(Department of Computer Science) and Sumy National 
Agrarian University (Department of Cybernetics and 
Informatics). Students perform three labson the subject. 

 Work place certification, 

 Justification of the system of ergonomic measures 
aimed at certification of workplaces, 

 Optimization of economic investments in the 
ergonomic support of the management system, taking 
into account the structures of actions of operators. 

V. CONCLUSION 

The effectiveness of the human operator in automated 
systems substantially depends on the characteristics of the 
workplace and the work environment. A comprehensive 
assessment of the influence of the factors of the production 
process on the human operator is conveniently carried out 
using the technology of forming an integrated point estimate 
of the severity of labor, which determines the category of 
severity of labor. Information technology, which provides 
quick estimates, allows certification of workplaces, 
recommends measures to improve working conditions and 
substantiates decisions not only in terms of ergonomic 
indicators, but also in terms of business profitability. We used 
a computer program in the design and operation of systems for 
various purposes and confirmed the constructive approach. We 
can recommend the technology for implementation in a wide 
class of information management and processing systems. 

REFERENCES 
[1] R. Y. Zhong, X. Xu, E. Klotz, et al., “Intelligent manufacturing in the 

context of industry 4.0: a review,” Engineering, vol. 3, no. 5, pp. 616–
630, 2017 

[2] M P. Xu, J. Wang, M. Yang, W. Wang, Y. Bai, Y., and Y. Song, 
“Analysis of operator support method based on intelligent dynamic 
interlock in lead-cooled fast reactor simulator,” Annals of Nuclear 
Energy, vol. 99, pp. 279–282, 2017. 

[3] P. C. Li, L. Zhang, L. C. Dai and X. F. Li, “Study on operator’s SA 
reliability in digital NPPs. Part 1: The analysis method of operator’s 
errors of situation awareness,” Annals of Nuclear Energy, vol. 102, pp. 
168–178, 2017. 

[4] E. S. Ogurtsov, V. A. Kokoreva,  S. F. Ogurtsov, T. A. Usenbay, A. S 
Kunesbekov, E.A. Lavrov, “Microcontroller navigation and motion 
control system of the underwater robotic complex”, ARPN Journal of 
Engineering and Applied Sciences, vol. 11, no. 9, pp. 3110–3121, 2016 



[5] V. A. Sedov, N. A. Sedova and S. V. Glushkov, “The fuzzy model of 
ships collision risk rating in a heavy traffic zone,” Vibroengineering 
PROCEDIA, vol. 8, pp. 453–458, 2016. 

[6] G. V. Verkhova, S. V. Akimov, “Electronic educational complex for 
training specialists in the field of technical systems management,” in 
Proceedings of IEEE II International Conference on Control in 
Technical Systems (CTS), pp. 26–29), 2017. 

[7] P. Semingson, M. Crosslin, J. Dellinger. “Microlearning as a tool to 
engage students in online and blended learning,”  in  Proceedings of 
Society for Information Technology & Teacher Education 
International Conference, 2015, pp. 474–479. 

[8] A. Ashraf, H. El-Bakry and M. Samir Abd El-razek. “Handling Big 
Data in E-Learning,” International Journal of Advanced Research in 
Computer Science & Technology, vol.3(1), pp.47–51, 2015 

[9] E. Lavrov and O. Lavrova “Intelligent adaptation method for human-
machine interaction in modular E-learning systems”, in.  Proceedings 
of the 15th International Conference on ICT in Education, Research 
and Industrial Applications. Integration, Harmonization and 
Knowledge Transfer. Volume II: Workshops, Kherson, Ukraine, June 
12-15, pp.1000-1010, 2019. 

[10] R. Bloomfield, R. Bloomfield, J. Lala, "Safety-Critical Systems. The 
Next Generation, " in IEEE Security & Privacy, vol. 11, no. 4, pp. 
11–13, 2013. 

[11] Е. Lavrov, A. Volosiuk, N. Pasko, V. Gonchar and G.Kozhevnikov, 
“Computer Simulation of  Discrete Human-Machine Interaction for 
Providing Reliability and Cyber-security of Critical Systems,” in 
Proceedings of the Third International Conference Ergo-2018: Human 
Factors in Complex Technical Systems and Environments (Ergo-
2018), St. Petersburg, Russia, July 4–7, 2018, pp. 67–70, 2018, DOI: 
https://doi.org/10.1109/ERGO.2018.8443846 

[12] A. Belov and E. Ulaeva, "Mathematical model of incident 
management in the composite applications," in  International 
Conference "Quality Management,Transport and Information 
Security, Information Technologies" (IT&QM&IS), St. Petersburg,  
2017, pp. 477–480. DOI: 
https://doi.org/10.1109/ITMQIS.2017.8085866 

[13] E. Basan, A. Basan and O. Makarevich, "Evaluating and Detecting 
Internal Attacks in a Mobile Robotic Network," in 2018 International 
Conference on Cyber-Enabled Distributed Computing and 
Knowledge Discovery (CyberC), Zhengzhou, China, 2018, pp. 516-
5168, 2018,. DOI: 10.1109/CyberC.2018.00102 

[14] A. N. Zhirabok, N. A. Kalinina and A. E. Shumskii, “Technique of 
monitoring a human operator’s behavior in man-machine systems,” 
Journal of Computer and Systems Sciences International, vol. 57, no. 
3, pp. 443–452, 2018. 

[15] M P. Xu, J. Wang, M. Yang, W. Wang, Y. Bai, Y., and Y. Song, 
“Analysis of operator support method based on intelligent dynamic 
interlock in lead-cooled fast reactor simulator,” Annals of Nuclear 
Energy, vol. 99, pp. 279–282, 2017. 

[16] P. C. Cacciabue, “Human error risk management for engineering 
systems: a methodology for design, safety assessment, accident 
investigation and training,” Reliability Engineering & System Safety, 
vol. 83, issue 2, pp. 229–269, 2014. DOI: 
https://doi.org/10.1016/j.ress.2003.09.013  

[17] J. Dul, R. Bruder, P. Buckle, P. Carayon, P. Falzon and W. S. 
Marraset, “A Strategy for human factors/ergonomics: developing the 
discipline and profession,” Ergonomics, vol. 55(4),  pp. 377–395, 
2012. DOI: https://doi.org/10.1080/00140139.2012.661087 

[18] M. Havlikovaa, M. Jirglb and Z. Bradac, “Human Reliability in Man-
Machine Systems,”  Procedia Engineering, vol. 100, pp. 1207–1214, 
2015. DOI: https://doi.org/10.1016/j.proeng.2015.01.485  

[19] A. N. Adamenko, A. T. Asherov, I. L. Berdnikov et al. 
Informacionno-upravljajushhie cheloveko-mashinnye sistemy: 
Issledovanie, proektirovanie, ispytanija. Spravochnik [Information 
controlling human-machine systems: research, design, testing. 
Reference book], A.I. Gubinsky & V.G. Evgrafov, eds. Мoscow, 
Russia: Mashinostroenie, 1993. (In Russian). 

[20] M. G. Grif, O. Sundui and E. B. Tsoy, “Methods of desingning and 
modeling of man–machine systems,” in Proc. of International Summer 
workshop Computer Science, 2014, pp. 38–40. 

[21] P. P. Chabanenko. Issledovanie bezopasnosti i effektivnosti 
funktsionirovaniya sistem «chelovek - tehnika» ergonomichnyimi 
setyami [Research of the safety and efficiency of the functioning of 
systems “human – technics” by ergonomic networks], Sevastopol, 
Ukraine: Academy of naval forces named after P. S. Nahimov, 2012. (In 
Russian). 

[22] Z. Wu, X. Pan, Huixiong Wang and J. Chen, "Influence of work 
motivation and task difficulty on human reliability,"in  Second 
International Conference on Reliability Systems Engineering (ICRSE), 
Beijing, 2017, pp.1-5, doi: 10.1109/ICRSE.2017.8030722 

[23] X. Pan, C. He and T. Wen, "A review of factor modification methods in 
human reliability analysis," in   10th International Conference on 
Reliability, Maintainability and Safety (ICRMS), Guangzhou, 2014, pp. 
429-434, doi: 10.1109/ICRMS.2014.7107233 

[24] E. S. Torres, D. Celeita and G. Ramos, "State of the art of Human 
Factors Analysis Applied to Industrial and Commercial Power Systems," 
in   2nd IEEE International Conference on Power Electronics, Intelligent 
Control and Energy Systems (ICPEICES), Delhi, India, 2018, pp.33-38. 
doi: 10.1109/ICPEICES.2018.8897323 

[25] T. Gu, L. Li, M. Lu and J. Li, "Research on the calculation method of 
information security risk assessment considering human reliability," in 
10th International Conference on Reliability, Maintainability and Safety 
(ICRMS), Guangzhou, 2014, pp. 457-462. 
doi: 10.1109/ICRMS.2014.7107238 

[26] E. Lavrov, N. Pasko, “Automation of assessing the reliability of 
operator's activities in contact centers that provide access to information 
resources,” in Proceedings of the 14th International Conference on ICT 
in Education, Research and Industrial Applications. Integration, 
Harmonization and Knowledge Transfer, Kyiv, Ukraine, May 14-17, 
2018, vol. I: Main Conference, pp. 445-448. 

[27] E. Lavrov, N. Pasko, “Development of  Models for Computer Systems 
of Processing Information and Control for Tasks of Ergonomic 
Improvements,” in International Conference on Information and 
Software Technologies, ICIST 2018, Vilnius, Lithuania, October 4–6, 
2018, pp. 98–10. DOI: https://doi.org/10.1007/978-3-319-99972-2_8 

[28] E. Lavrov, N. Pasko, O. Lavrova and N. Savina, "Models for the 
Description of Man-Machine Interaction for the Tasks of Computer-
Aided Assessment of the Reliability of Automated Systems,"  in 2019 
3rd International Conference on Advanced Information and 
Communications Technologies (AICT), Lviv, Ukraine, 2019, pp. 176-
181. DOI: 10.1109/AIACT.2019.8847767 

[29] A. Rotshtein, “Reliability-based design of human performance 
conditions using fuzzy perfection ”, Cybernetics and Systems Analysis, 
Vol. 55, No. 2, pp 240-252, 2019. DOI 10.1007/s10559-019-00128-5 

[30] E.  Lavrov, N.  Pasko , A. Krivodub,  “Automated  analysis of 
ergonomic measures in discrete control systems,” Eastern-European 
Journal of Enterprise Technologies, vol. 4(3), pp.16-22, 2015. DOI: 
10.15587/1729-4061.2015.48050 

[31] E.  Lavrov, N. Pasko, P. Paderno, A. Volosiuk,  V.  Kyzenko, “Decision 
Support Method for Ensuring Ergonomic Quality in Polyergatic IT 
Resource Management Centers,” in 2017 IEEE III International 
Conference on Control in Technical Systems (CTS), St. Petersburg, 
2019, pp. 153-156. 

https://doi.org/10.1109/ERGO.2018.8443846

