





3. Stego object, which is the file that is generated
from hiding the top secret data within the cover
object.

At each side, there is a process. At the sender side, it is
called hiding process; while at the receiver side, it is called
extracting process.

The classic scenario of a steganography-based system has a
security gap, which is illustrated by Figure 2.
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Fig. 2. Security gap of the classic scenario of steganography-based system.

As shown in Figure 2, an attacker (the figure in the middle)
is found on the path between the sender and receiver. This
attacker can obtain the stego object and then apply an attack on
it for the purpose of destroying the hidden data. The altered
stego object is called Harmed stego object (HStego object).
The attacks applied at the attacker side may be geometric
attacks [6], such as rotation, or non-geometric attacks [7], such
as Gaussian noise.

C. Research Questions

To protect the hidden data from being destroyed, the
steganography-based system should be robust against both
geometric and non-geometric attacks [8]. In addition, the level
of distortion caused by hiding the secret information should be
minimal. In other words, there should be a perfect matching, as
far as possible, between the cover object and stego one [9].
Therefore, the research questions can be listed as follows:

1. How can a perfect matching between the cover
and stego objects be ensured so that a human
cannot recognize the distortion caused by the
hiding process while achieving a high level of
protection at the same time?

2. How can high resistance against both geometric
and non-geometric attacks be guaranteed?

D. Contribution

The contribution of this work can be summarized as follows:

e In responding to the first part of the first research
question, we present a LSB-based steganography
system that has the ability to hide different types
of secret data (text, audio, image) in image or
audio files.

e A three protection layers-based approach is
proposed to address the second part of the first
research question. The LSB layer is supported by
an encryption layer followed by a randomization
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layer to ensure a higher level of protection against
security analysis.

e In responding to the second research question,
hiding within blocks of LSB of colour pixels is
employed to prevent the success of bilinear,
rotation, and Gaussian noise attacks.

e Extensive experiments are conducted to evaluate
the proposed system in terms of level of distortion,
resistance against attacks, and payload capacity.

E. Organization of Paper

The rest of paper is organized as follows. In section 2, the
related work is presented. Section 3 provides the proposed
system. The results and discussions are documented in section
4. Finally, section 5 concludes the paper.

Il.  RELATED WORK

In general, the approaches proposed previously in the
steganography research field can be classified into three
categories, as shown in Figure 3.
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Steganography
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Fig. 3. Classification of steganography approaches.

A. Text Cover-Based Approaches

The authors of [10] presented a comparative analysis of
characteristics of information-hiding techniques. They focused
on copyrighting the content of digital texts through modifying
the structure of the content. They also described types of
attacks and advantages and weaknesses of techniques used for
hiding in text files.

The authors in the research [11] presented a character-level
linguistic steganographic method to encode different secret bit
into characters. They employed long short-term memory
prediction probability values that train a character-level text.

The authors of [12] proposed the list-based steganography
methodology (Listega) that establishes a covert channel within
text. The key idea was to hide within types of lists that provide
a good chance for robust hiding against attacks (e.g., humeric
or dotted).

In [13], researchers proposed a text steganography-based
scheme to increase the capacity of hiding. A white space with
extended line was adopted in this method with the aim of
increasing the efyciency.

Hiding secret data within Arabic text was presented in
[14]. The authors relied on engaging Unicode standard
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results in a blurry extracted file that represents the damaged

secret data.

As for the capabilities of the attacker and the type of the
attacks, Table | summarizes these two parts of the threat

model.
TABLE I. TABLE TYPE STYLES
Capability Name of Kind of Type of
number attack attack attack
1 Bilinear Geometric Active
2 Rotation Geometric Active
3 Gaussian Noise Non-geometric Active

A bilinear attack negatively changes the boundaries of the
stgo image file randomly so that it appears that all boundaries
are inconsistent [25]. Figure 5 shows the negative impact of the
bilinear attack.

Fig. 5. Effect of bilinear attack.

A rotation attack negatively changes the boundaries of the
stgo image file so that it modifies the direction of the
boundaries [26], as shown in Figure 6.

(b) Effect of Rotation Attack

Fig. 6. Effect of rotation attack.
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A Gaussian noise attack changes the resolution of the pixels
of the stgo image file so that it negatively modifies the general
appearance of the image [27], as shown in Figure 7.

Fig. 7. Effect of Gaussian noise attack.

The three mentioned attacks are considered active type.
This means that the attack alters the embedded secret data
through the mechanism followed by each attack.

B. Architecture of the Proposed System

The objective of the proposed system is to build security
layers to make strong defences against the threat model defined
above. Figure 8 shows the architecture of the proposed system.
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Fig. 8. Architecture of proposed system.

As shown in Figure 8, there are eight elements. Each one
has its own task to perform. Table Il below summarizes the
elements, their tasks, inputs, outputs, and where they are
installed.

It is worth mentioning that when the scenario is reversed,
the elements that are installed at the sender side will be
installed at the receiver side and vice versa. This means that all
components are practically installed at both the sender and
receiver sides.
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TABLE I1. ELEMENTS OF PROPOSED SYSTEM.
Name of Input Task Output Location
element
Finder Image cover Searching for the suitable location | LSB Sender side
for hiding
Encryptor Secret data Encryption Encrypted secret data Sender side
Randomizer | Encrypted secret data Randomization Randomized encrypted | Sender side
secret data
Hider LSB, Randomized encrypted secret | Hiding process Stego object Sender side
data
Extractor Stego object Extracting process Cover image, Randomized | Receiver side
encrypted secret data
Assembler Randomized encrypted secret data Recollection Encrypted secret data Receiver side
Decryptor Encrypted secret data Decryption Secret data Receiver side
Matcher Input 2, output 2 Matching Degree of matching Receiver side

C. Roles of Elements

This section provides the responsibility of each element
involved in constructing the architecture of the proposed
system, as described in detail below.

1) Role of finder element.

This element is responsible for finding the best location
within the cover image to hide the secret data. This task is
important because it addresses the first research question
regarding perfect matching between the cover object and stego
one. A given cover image is represented by a matrix of zeros
and ones. The column located on the right side is called the
LSB. The column located on the left side is called Most
Significant Bit (MSB). Selecting the LSB to be the place where
the secret data is embedded ensures that the least distortion is
caused by the hiding process. In contrast, selecting the MSB to
be the place for hiding the secret data is not suitable due to
generating a high level of distortion that can be noticed by
attackers. In details, the cover image consists of pixels. Each
pixel is a mixture of three main colours (Red, Green, Blue)
with different percentages. Each colour is represented by a
series of bits, which has LSB and MSB. Figure 9 illustrates the
general representation of a cover image in digital world.

Fig. 9. General representation of a cover image in the digital world.

To prove that replacing (or hiding) the bits of the secret
data within the LSB leads to minimum error (or distortion), the
values of a given pixel are calculated and changed
mathematically, as shown in Figure 10.
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Fig. 10. Low distortion caused by the LSB.
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It is worth mentioning that hiding in the LSB is considered
the first layer of protection since the attacker does not notice
any distortion on the cover image.

2) Role of Encryptor element.

This element is responsible for receiving the secret data and
adds the second layer of protection, which is represented by
encryption. The encryption process involves two kinds of
encrypting algorithms: symmetric and asymmetric. The
purpose of the symmetric algorithm (3DES) is actual
encryption using session key (S_key). The purpose of the
asymmetric algorithm (RSA) is exchanging the session key in a
safe way depending on both the private and public keys of both
the sender and receiver. Figure 11 shows the mechanism of
exchanging the session key between the sender and receiver in
a safe way.
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IV. RESULTS AND DISCUSSIONS

This section is structured so that first the setup of the
proposed system is provided, followed by the metrics used for
evaluation. Finally, the actual results with discussions are
provided.

A. Setup

The proposed system was implemented using Python
programming language. A machine with specifications
summarized in Table 111 was used for applying the system.

TABLE III. SPECIFICATIONS

Item Details (value)

Microsoft Windows 10 Home
x64-based PC

Operating system

System type

System model HP Laptop 15-bs0xx

Processor Intel(R) Core(TM) i5-7200U CPU @ 2.50 GHz

RAM 4GB

Display chip type Intel(R) HD Graphics Family

The system was set by a cover image and cover audio
(shown as a signal of spectrum) seen in Figure 22.

(a) Image cover. ) diov.

Fig. 22. Covers used.

B. Metrics Used

In addition to the metrics used by the matcher component, a
histogram was used as a visual metric to evaluate images. In
image processing, histogram is a term utilized to represent a
given image by the number of colours represented by bars. The
difference in the histogram reflected a visual distortion after
the hiding process. The second metric was the retrieval bit
error rate (RBER), which represents the error while retrieving
the hidden bits from the stego object during extraction process.
Itis given by:

RBER = % x 100 (6)

sb
where N$, denotes the number of secret bits that are embedded,
and N/, refers the number of secret bits that are successfully
retrieved.

The third metric was the payload capacity (PaCa). It is
defined as the ratio between the size of the stego image and the
size of the hidden secret data. Zg.g, and Zpiqgen aate denote
the size of stego image and hidden data, respectively. Then, the
payload capacity is defined as:

Zstego

PaCa = X 100 @)

Zhidden data
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It is worth mentioning that a higher percentage of payload
capacity means a better steganography system.

C. Results

The results of two main kinds of experiments are presented.
The first kind was related to testing the proposed system only,
without applying any threats, and then giving the
corresponding recommendations. The second kind of
experiments was related to testing the proposed system under
threats and also in comparison to other systems.

1) Testing the proposed system without threats.

In this context, we tested the proposed system without any
threats, following the evaluation strategy illustrated in Figure
23.

Fig. 23. Strategy of evaluation without any threat.
Table IV summarizes the results.

TABLE IV. VALUES OF PSNR (IN DB) AND SSIM WITHOUT ANY THREAT.

Type of secret Metrics
data PSNR SSIM
Text 53.3150 0.9992
Image 52.1711 0.9899
Audio 51.4018 0.9701

As shown in Table 1V, the value of the PSNR decreased
according to the type of the embedded secret data. This reflects
a gradual increase in the level of distortion caused by the
hiding process. Since the amount of secret data included in an
audio file was more when compared to the text or image files,
the amount of distortion increased. SSIM metric showed high
values, and at the same time, it decreased according to the type
of the secret data. Since SSIM can be seen as opposite to the
PSNR in terms of function, the values of the PSNR supported
the values of the SSIM.

To represent the level of distortion visually, histograms of
both the cover and the stego object after hiding text, image, and
audio files are shown in Figure 24.
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(c) Stego object after hiding image file

(d) Stego object after hiding audio file
Fig. 27. Spectrum form after hiding within audio file.

As shown in Figure 27, the amount of distortion caused by
the hiding process increased dramatically when hiding image
and audio files. When hiding text file, the amount of distortion
was minimal and could not be recognized by the human ear.
The reason behind this is related to the sensitivity of the human
ear when compared to the eye.
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2) Testing the proposed system under threats.

In this context, we tested the proposed system under the
impact of threats and also compared with other systems,
following the evaluation strategy illustrated in Figure 28.

Fig. 28. Strategy of evaluation under threats.

Table VI summarizes the results.

TABLE VI. VALUES OF PSNR (IN DB) AND SSIM UNDER THREATS.

Type of | Attack System Hiding text Hiding image Hiding audio Capacity
attack PSNR SSIM PSNR SSIM PSNR SSIM PaCa
- Proposed system 52.3440 0.9872 51.1331 0.9811 50.33 0.9645 0.93
-% DCT-based system [22] 51.7897 0.9755 50.098 0.9611 49.1698 0.9544 0.9
L IS DWT-based system [23] 51.99 0.9799 50.455 0.9645 49.3899 0.9587 0.88
g o SVD-based system [24] 51.44 0.9777 50.111 0.9666 | 49.1771 | 0.95493 0.89
3 - Proposed system 52.221 0.98 51.0221 0.9745 50.1167 0.96149 0.92
U} S DCT-based system [22] 51. 582 0.973 50. 561 0.9655 49.183 0.9542 0.89
E DWT-based system [23] 51.2616 0.9723 50.3342 0.9666 49.5543 0.9569 0.86
SVD-based system [24] 51.1817 0.9756 50.1602 0.9691 49.9582 0.95403 0.87
L g Proposed system 49.456 0.88 47.555 0.86 46.342 0.80 0.905
S ‘uE‘a 73 DCT-based system [22] 51.5505 0.973 50.6290 0.9655 49.9114 0.9542 0.8803
zZg ERS DWT-based system [23] 51.6677 0.9723 50.5633 0.9666 49.6394 0.9569 0.85631
O o SVD-based system [24] 51.6658 0.9756 50.3172 0.9691 49.0759 0.95403 0.86788

The results documented in Table 6 show that the proposed
steganography system was negatively affected by attacks.
However, it had higher resistance against both the rotation and
bilinear attacks. That was because changing the dimensions of
the stego image does not affect the colour space of the pixels
that form the image, and consequently the LSB will not
affected largely. Both the DCT- and SVD-based systemsf
results were near to each other's. This can be explained by the
similar mechanism used in both transforms for the hiding
process. The DWT-based system provided better results when
compared to the DCT- and SVD-based systems. The reason for
this was related to the multiresolution property of the DWT
transform. As for the payload capacity, the proposed system
performed the best. That was because the location of hiding,
defined by the LSB of each colour of each pixel, was relatively
large when compared to the coefficients of the DCT, DWT,
and SVD transforms. Moreover, applied attacks did not affect
the capacity widely in all systems. That was because the
location of hiding was independent from the actual hiding
process and its consequences.

We tested the proposed system under the impact of threats
and in comparison with other systems when hiding text secret

data (where the text file consisted of 200 chars), following the
evaluation strategy illustrated in Figure 29.

Threats
>| Py d R
:;}:: ropose ‘I Stego object |
\ g Extracted
First R Text
S;c:el | system Stego object J,
ata
(Text) pwrT
— PEE— -
2d system Stego object Matcher
DCT
:l '
r— .
>/ 3d system Stego object Chare
SvD Count

Fig. 29. Strategy of evaluation under threats when hiding text secret data.

Table VII summarizes the results.
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Fig. 31. Strategy of evaluation under threats when hiding image secret data.
Table IX summarizes the results
TABLE IX. VALUES OF PSNR (IN DB) AND SSIM UNDER THREATS.
Type of attack Attack System PSNR SSIM RBER
c Proposed system 48.175 0.9825 0
% DCT-based system [22] 40.57 0.945 0.022
L ° DWT-based system [23] 47.08 0.975 0.034
g o SVD-based system [24] 42.87 0.9625 0.034
= . Proposed system 47.333 0.97531 0
0} S DCT-based system [22] 40.77 0.931 0.0272
E DWT-based system [23] 47.01 0.939 0.03677
SVD-based system [24] 42.11 0.95 0.0411
L g Proposed system 43.359 0.95321 0.052
g ‘E'Ea R DCT-based system [22] 40.23 0.9 0.0311
Zs =2 DWT-based system [23] 46 0.91 0.05109
O © SVD-based system [24] 41 0.93 0.0465

Table 1X shows that under threats of rotation and bilinear
attacks, the proposed systemds ability for extracting the hidden
secret images was highly similar compared to the other
systems. However, the value of the SSIM decreased after
applying Gaussian noise attack, and this was accompanied by
an increasing level of distortion caused to the extracted images
(i.e., decreasing values of PSNR). The DCT- and SVD-based
systemsd values were close to each other's, while the DWT-
based system provided the best values under Gaussian attack.
As for the retrieved bit error rate, the values were very similar
to those documented when hiding audio file. The behaviour of
the systems was almost the same in this experiment, where the
proposed system outperformed the DCT-, DWT-, and SVD-
based systems under rotation and bilinear attacks.

V. CONCLUSION

In this age, information of different types is exchanged on a
daily basis. Security is essential when exchanging information
since the abilities of attackers increase every day.
Steganography is considered the best option for hiding the
communication among network users. However, ensuring
perfect matching between the cover object and the generated
stego object as well as high resistance against attacks are top
requirements. In this work, we proposed a steganography-
based system that had the ability to hide different types of data
(text, audio, and images). The system was managed by eight

components, including finder, Encryptor, randomizer, hider,
extractor, assembler, Decryptor, and matcher. The system used
LSB as a hiding place in the spatial domain, which represented
the first layer of protection against attackers. The LSB was
supported by two additional layers of security T encryption and
randomization. Therefore, even if the attacker was sceptical,
they would have to decrypt and reassemble the secret hidden
data to obtain the original one. The proposed system was
compared to three systems that were built based on DCT,
DWT, and SVD transforms. The results of the experiments
showed that the proposed system was ranked on the top when it
comes to level of distortion (PSNR), similarity between the
cover image and the stego one (SSIM), resistance against
rotation and bilinear attacks, payload capacity, and retrieved bit
error rate.

One limitation was that the system had low resistance
against non-geometric attacks (Gaussian noise) when
compared to other systems. In addition, responding time was
not considered in this work.

In future work, we intend to build the system using parallel
platforms to test and enhance the responding time. In addition,
the LSB technique used in this work will be supported with a
new layer for defence against non-geometric attacks.
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