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ABSTRACT

Todayistheepochofcloudcomputingtechnology.Cloudcomputingistheon-demandavailabilityof

computersystem resources,especiallydata storage and computing power,withoutdirectactive

managementbytheuser.therapiddevelopmentofmobiletechnologyandwirelessnetworkingleadsto

strongdemandformobilecloud computing.Mobilecloudcomputing(MCC)isaninfrastructurewhere

boththedatastorageanddataprocessinghappenoutsideofthemobiledevice.It’spurposeisto

overcometheobstaclesofmobilecomputing whichwererelatedtostorage,batterylife,bandwidthand

security.InthesepaperfirstwepresentthereviewofMCCintermsofarchitecture,deploymentmodels

andapplicationsofMCCandafterthatwehighlighttheissuesandchallangesrelatedtoMCC.

Keywords:Mobilecloudcomputing,Cloudcomputing,cloudchallenges,cloudsecurity,cloudprivacy.

I.INTRODUCTION

Mobilecloudcomputing(MCC)isaninfrastructure

whereboththedatastorageanddataprocessing

happenoutsideofthemobiledevice.Mobilecloud

applicationsmovethecomputingpoweranddata

storage away from the mobile devices into

powerfuland centralized computing platforms

which are located in clouds,which are then

accessedoverthewirelessconnectionbasedona

thin native client.Mobile devices face many

resourcechallenges(batterylife,storage,sizeetc).

Itisnecessarytohaveasecuredandbalanced

accessovertheinformationtoremainabusiness

effective, competitive and profitable. Cloud

computingprovidesasolutiontominimizethecost

ofaccessingresourcesandmaximizetheresource

utilization.Newsoftwaretoolsareavailablefrom

remotelocationssodeployingacostlyresourceis

notneeded.Manysecurityissuesarethereas

different technologies including networks,

databases, operating systems, virtualization,

resource scheduling,transaction management,

loadbalancing,concurrencycontrolandmemory

managementareusedincloudcomputing.Some

ofthe security issues include data isolation,

browsersecurity,malware,floodingattack,privacy,

dataintegrity,andprotectionofdata.Recentyears

have seen the trend of incorporating cloud

computing supportto mobile applications.Siri,

Instagram,SnapchatandGoogleNowarejusta

subsetofproducts on mobile platforms that

benefit from cloud computing and enrich

Compared with the cloud, both computing

capability and storage capacity ofPMDs are

extremelylimitedbecausetheirmajordesigngoal

isenergyefficiency.PMDswillbegreatlyenhanced

ifweequipthem withcloudcomputingsupport.

Expanded storage capacity and augmented

computing capability are only part of the

advantageswegain;PMDsmayalsosaveenergy

viaoffloadingcomputationtothecloud.

WiththerapidevolutionofbothPMDsandcloud

computingtechnologies,wecanseeatrendof

mobilecloudcomputinginthenearfuture.Soitis

very important to provide solutions to the

developmentofmobilecloudapplications(MCAs),

which can incorporate cloud computing and

storageservicesefficientlyinto normalmobile
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applications,especiallyfordeveloperstargeting

multiple mobile platforms,such as the most

popular iOS, Android and Windows Phone

platforms.

DevelopingMCAsishardbecauseitisdifficultto

identifythecomputation-intensivetasksthatcan

beoffloadedtoexecuteinthecloud.Forexample,

mostdevice-dependenttasks related to user

interactionsanddisplaycanonlybeexecutedon

thedevices.Moreover,developingMCAsrequires

theknowledgeofmanylow-leveldetailssuchas

dataserialization,networkcommunicationand

cloud computing service invocation, which

becomes even harder when providing cross

platformsupportforMCAs.

II.ARCHITECTURE OF MOBILE CLOUD

COMPUTING

Generally architecture of MCC consist of

components which are mobile users,mobile

operators,Internetserviceprovider(ISP)andcloud

serviceproviders.Herethemobiledevicesare

connectedtomobilenetworksviabasestations

whichestablishandcontroltheconnectionsandIn

Mobile Cloud Computing (MCC) architecture

Mobiledevicesareconnectedtothefunctional

interfaces between the networks and mobile

devices.Mobileusers’requestsandinformation

aretransmittedtothecentralprocessorsthatare

connectedtoserversprovidingmobilenetwork

services.Thesubscribers’requestsaredeliveredto

acloudthroughtheInternet.Inthecloud,cloud

controllersprocesstherequeststoprovidemobile

userswiththecorrespondingcloudservices.this

architecture provides effectiveness,using the

advantages of cloud computing.The four

deploymentmodelsforcloudarchitecturewhich

areidentifiedareprivatecloud,publiccloud,hybrid

cloud,communitycloud.TheMCCmodelsare:

MobileNetwork-as-a-Service(MNaaS),

MobileCloud-as-a-Service(MCaaS),

MobileData-as-a-Service(MDaaS),

MobilePlatform-as-a-Service(MPaaS),

MobileSoftware-as-a-Service(MSaaS).

Figure1:ArchitecutreofMCC

III.CHALLENGES

a)LowBandwidth:thisproblem isoneof

the major issues in mobile cloud

environmentthatneedtobetackled.

b)SecurityandPrivacy:ithasbecomethe

biggestconcern.itishardertomanage

treatsonmobiledevicesascompared

todesktopdevices.

Figure2:MCCSecurityandprivacychallanges

c) Service availability:connection is

anothermajortreatincloudcomputing.

d)Alterationofnetworks:MCCisusedin

different operating systems driven

patform like android,Apple ios and

windows phone.so it has to be

compatiblewithdifferentplatformsthus

hereIRNA (IntelligentRadio Network

Access)techniqueisusedformanaged
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it.

e)Limitedenergysource:MCC increases

batteryuseageofmobiledeviceswhich

becomeanmajorissue.

IV.APPLICATIONS OF MOBILE CLOUD

COMPUTING

Now adays,widerangeofapplicationsofcloud

computingareusedforcloudstorage,learningand

education,cloud mobile media,mobile

gaming,mobile social networks,cloud-assisted

internetofthingsbymobileusers.thisapplications

aredevelopedforgettingmobiledevicecapability

andmobileuserdemands.inthissection,some

MCCapplicationsareasfollows:

a)Financialserviceswhichincludesmobile

bankingandbrokeageservice.

b)Mobilecommerce:Itisabusinessmodel

forcommerceusingmobiledevices.itfulfil

sometasksthatrequiremobilityfore.g.

mobilemessaging,mobiletransactionsand

paymentsandmobileticketing.

c)Service/retail:Itprovidestheabilitytothe

consumerforplacingtheorderaswellas

payfororderthroughmobiledevice.

d)Telecommunication:Itplaysimportantrole

for message transfer,service

requirements,voice data transfer,bill

paymentaswellasaccountreview via

mobiletelecommunications.

e)Information service:It consist of the

deliveryoffinancialnews,trafficupdates

andsportsfigureswithasinglemobile

device.

f) Mobilegaming:gamesprovidebyMCC

supportmultiplayers.PUBGismostpopular

exampleofit.

g)Otherapplications:M-

Learning,Healthcare,SocialNetworking.

V. Advantages:

MCC isthecombinationofcloud and mobile

computingitinheritstheadvantagesofcloudfor

mobileservices.

Dynamicprovisioning

Thedynamicprovisioningofresourcesisaflexible

wayforserviceproviderandmobileuserstorun

theirapplicationswithoutanadvancedreservation

ofresources.Withoutstoringdataandmobile

devices,itisstoredinthecloudanditcanbe

accesseddynamically.

Multitenancy

Multitenancyistheinternetserviceprovidersi.e

networkoperatoranddatacentreownercanshare

theresourcesandcosttoprovideaverityof

applicationforalargenumberofusers.

Scalability

Scalabilityisthedeploymentofmobileapplications

can be performed and scaled to meetthe

unpredictable user demands due to flexible

resources provisioning. Service provider of

scalability can easily add and expand an

applicationandservicewithoutorwithalittle

constraintonresourceusage.

Easeofintegration

Itcanbeintegratedeasilythroughthecloudand

internettomeetuserdemand.

VI. Disadvantages

Datasecurity

Datasecurityisoneofthemajorconcernsofcloud

computing.Mostofthetimemobileusersprovide

sensitiveinformationthroughthenetwork,andifit

isnotprotectedcancausemajordamages.You

needtochoosethemostreliableserviceprovider,

whocankeepyourdatatotallysafeandsecure.

ConnectivityandPerformanceIssues

Asmobilecloudcomputingdependsoninternet,

thiscanaffectyouraccessanduse.Sometimes

youmayfeelthatperformanceisnotuptomark.

Hence,itisbettertocheckthetrackrecordofyour

serviceproviderbeforeundertakingtheservice.In

spiteofkeepinguphighstandardsofmaintenance,

cloudserviceprovidersmayfacesomeserious

dysfunction.

VII.CONCLUSION

Mobilecloudcomputingisarisingaswellas
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explodefieldofcloudcomputing.Touseservices

whethersoftware,storageorapplicationsonthe

cloud by mobile devices is the aim ofthis

technology.so itis on the early stage of

development,couldbecomethegreatreplicafor

mobile application in future mobile cloud

computing.Thispaperconsistofanoverviewof

mobilecloudcomputinganditalsohavebeen

presenteditsdefinitions,architecture,challanges

and service models advantages forMCC .

However,although this research field is still

undiscoveredinmanychallanges,depth.therefore

finally,some areas such as Mobile devices,

application partitioning, offloading, service

transformation,dataintegrety,securityandprivacy

representopen issues which recognize future

researchhandlinginthisfield.
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